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1 Introduction

Central Data Exchange (CDX) is a web-based system used for various electronic environmental
data submissions to the United States Environmental Protection Agency (EPA). CDX allows
users submitting data to EPA to register for the specific program of interest. The CDX system
also allows for several offices within EPA to use a common framework where a user can access
several different flows to satisfy reporting requirements across multiple offices. More
information about CDX is available at www.epa.gov/cdx.

1.1 Purpose

The purpose of this document is to walk through the registration and user profile management
processes in CDX, specifically for the Chemical Safety and Pesticide Programs (CSPP)
workflow submissions. If the user is currently submitting under Toxic Substances Control Act
(TSCA) electronically, the user should register for the CSPP workflow. The CDX modernization
effort was aimed at improving the user experience through updating the user interface, as well as
streamlining the user registration processes for CDX web users, including the migration of user
accounts and profiles for users who currently use the system. This document will assist new
CDX users registering with the CDX system as well as reacquaint existing users with new
system processes and registering for specific CSPP roles.

1.2  Topics Covered

This document will cover the registration process, updates from the old CDX system, and the
MyCDX profile. The sections are described below:

e Section 2 lists the system requirements. This section describes what a user needs to access
and interact with the system.

e Section 3 outlines the main CDX navigation. This section guides the user through the CDX
screens that do not require a user account.

e Section 4 describes the CDX core registration process. This section introduces a user to the
registration process.

e Section 5 describes the program organization a user should register for based on the
document or submission they are reporting on within the Section 5 Notices and Supports
application.

e Section 6 provides guidance regarding selecting and registering for the appropriate user role
for the eReporting modules, including FYI, Section 4, Section 8(a), Section 8(d), and Section
8(e).

e Section 7 provides guidance regarding selecting and registering for the appropriate user role
for the Chemical Data Reporting (CDR) module.

e Section 8 describes the role sponsorship module and the process of registering for additional
agent/consultant roles as it applies to the Section 5 Notices and Supports application.

e Section 9 describes the multiple Authorized Official (AO) functionality. This section guides
the user through how to utilize this functionality.

e Section 10 describes additional verification processes that users may have to go through after
registration. This section will only apply to users registering for flows that require additional
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identity verification. Additionally, this section will walk a user through the different
verification processes that they could face based on the program service they select.
e Section 11 describes the process of managing user and organization information and adding

program services after a user has completed the initial registration process.
e Section 12 describes the log in process for users who have been migrated from the system

prior to the update on October 1, 2012. This section will identify what a migrated user should
expect when logging into the updated system.
e Section 13 describes the log in process for returning users. This section will identify what a
return user should expect after their initial log in.
e Section 14 gives a MyCDX overview. This section will review existing and new functions of
the system and walk a user through navigating the new system.

Application Support

1.3
Help can be accessed by using the following options:
Person-to-person telephone support is available from 8:00 am to 6:00 pm eastern standard

time/eastern daylight time (EST/EDT). Call our toll-free line at 888-890-1995 or (970) 494-

e By Telephone:

5500 for callers from Puerto Rico and Guam.
Send an email to Technical Support at helpdesk@epacdx.net with “Technical Support” in the

e By Email:

‘Subject’ line.
e By Chat:
Click the ‘Chat with the CDX Help Desk’ link to generate a web form to enter information

regarding your help request.
Enter the information in the text fields under the ‘Contact Form’ section of the ‘Contact Us’

e By Contact Form:

e By Website:
and read the help section at https://cdx.epa.gov/Help

A ‘Frequently Asked Questions’ (FAQ) section is also available.

page.
Users can contact the CDX team from the ‘Contact Us’ screen at https://cdx.epa.gov/Contact
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2 System Requirements

To use CDX, the following are required:

¢ An email account
¢ A supported web browser (see Section 2.1 below) with Java Script enabled

e Internet access
e Adobe Acrobat Reader 5.0 or higher

2.1 Supported Browsers

e Internet Explorer 7 or above

- Go to the following link to download:
http://windows.microsoft.com/en-US/internet-explorer/downloads/ie

e Mozilla Firefox 3.5 or above

~ Go to the following link to download:
http://www.mozilla.com/en-US/firefox/all-older.html

e Safari 4 or above
- Go to the following link to download:

http://support.apple.com/kb/d1877

¢ Google Chrome
~ Go to the following link to download:

http://www.google.com/chrome

2.2 Screen Resolution

The CDX system has been implemented to be viewed on a computer with a screen resolution set
to 1024 x 768 or greater. A screen resolution below this setting will affect the system

presentation of content, but will not affect the system functionality.

CDX User Guide CSPP Workflow



()
of

3 CDX Main Navigation

3.1 Overview

The CDX website is an application used by EPA programs and various stakeholders to manage
environmental data transmitted to EPA to meet EPA reporting requirements. As part of the CDX
system, the user registration component is used to facilitate user access to a program. Within the
user registration component, program offices have the ability to define the roles and information
required by new users to complete the registration process. Based on the program service and
role combinations, each program has different information that a user will need to provide. CDX
captures the requirements for each program service and role and prompts the user for only the
information required. Some roles do not require any additional information, whereas others
require identity proofing and/or additional information processing. The following sections will
walk through how a user will register for the different types of program services.

3.2 CDX Homepage

The CDX homepage is the landing screen from which you have the ability to access and interact
with CDX. The CDX home screen can be accessed by the following link:
http://cdx.epa.gov/epa_home.asp, and provides the user with the following features:

¢ Log In: If you already have an existing CDX account, you may log into the system by
entering your user identification (ID) and password information and clicking the ‘Log In’
button located on the right-hand side of the screen.

¢ Registration: If you do not have a CDX account, click the ‘Register with CDX’ button to
begin the registration process outlined later in this section .

e Welcome Announcement: This text area provides welcome text that is visible to all users
who visit CDX.

e Important Alerts: The alerts appearing in the ‘Notices’ box provide you with system or
program-specific information.
e Warning Notice and Privacy Policy: The ‘Warning Notice and Privacy Policy’ statements

are displayed on the CDX homepage to ensure that you are aware of the terms of use for the
CDX system, whether you decide to log into, or register with, the system.

CDX User Guide CSPP Workflow



The following exhibit shows the screen capture for the ‘CDX Homepage’ screen:

Exhibit 3-1: CDX Homepage
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3.21 About CDX

From the CDX homepage, you can access the ‘About CDX’ screen from the tab labeled ‘About
CDX at the top of the screen. The ‘About CDX’ screen provides general information about the
CDX system requirements and procedures that site users should be aware of concerning
regulation, user information, and system information. Tabs are available across the top of the
section for the user to read information about the specific topics. Additional information is

provided in the ‘FAQ’ section. Please see Section 14.5 for more information on the ‘FAQ’
screen.

CDX User Guide CSPP Workflow 10



(e B ) N
AV | 7/ AT
o =

The following exhibit shows the screen capture for the ‘About CDX’ screen:
Exhibit 3-2: About CDX
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registrant as the signature holder for purposes of supporting litigation consistent with paragraph (b} of this section;

(2} Establish and document a unique correlation between the registrant and the cade or device that will constitute or create the electranic signature of the

registrant as a submitter;

(33 Require that the registrant sign on paper, or in such other manner or medium as the Administrator in his or her discretion may determine as appropriate
for a category of electronic reports, an electronic sighature agreement specifying at a minimum that the registrant agrees to:

(i} Pratect the electronic signature from unauthorized use, and follow any procedures specified by the agency for this purpose;

(iiy BEe held as legally bound, obligated, or responsible by use of the assigned electronic signature as by hand-written signature;

(iiiy Where the signature method is based on a secret code or key, maintain the confidentiality of each component of the electronic signature;

(i) In any case, never to delegate the use of the electronic signature, ar in any other way intentionally provide access to its use, ta any other individual

far any reason; and
(v} Report to the entity specified in the electronic signature agreement, within twenty-four hours of discovery, any evidence of the loss, theft, or other

compromise of any component of an electronic signature;
(4} Provide for the automatic and immediate revacation of an electronic signature in the event of:

(i) Any actual or apparent violation of the electronic signature agreement;
(i) Any evidence that the signature has been compromised, whether or not this is reported by the registrant to whom the signature was issued; or

(iiiy Matification fram an entity that the registrant is no longer authorized by the entity to submit electronic documents on its behalf;
(5) Require that the registrant renew his or her electronic signature agreement at least once every two years, or upon request by EPA, with a renewal
agreement that

(i) Complies with the provisions listed in paragraph (d){3) of this section; and

(i} Includes the registrant's certification that he or she has camplied with provisions listed in paragraph (d){3) of this section since issuance of the
signature, and thart all reports submited under the signature since the electronic signature agreement was last signed were reviewed and submimed by

the registrant;

(&) Provide for a registrant who is surrendering his or her electronic signature to certify that he or she has complied with provisions listed in paragraph (d){3) of
this section since issuance of the signature and that all reports submitted under the signature since the electronic signature agreement was last signed were

reviewed and submitted by the registrant
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322 Recent Announcements

From the CDX homepage, you can access the ‘Recent Announcements’ screen from the tab
labeled ‘Recent Announcements’ at the top of the screen. This page provides an extended list of
announcements, both current and archived. The most recent announcements are displayed as
important alerts on the homepage. If an alert on the homepage is too long, it will display in a
teaser format with a hyperlink to view more details. Upon clicking the hyperlink on the
homepage, the user will be directed to this page to view the announcement in its entirety. A link
displays at the bottom of a set of announcements to display announcements from the past six
months.

The following exhibit shows the screen capture for the ‘Recent Announcements’ screen:

Exhibit 3-3: Recent Announcements
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323 Terms and Conditions

From the CDX homepage, you can access the ‘Terms and Conditions’ screen from the tab
labeled ‘Terms and Conditions’ at the top of the screen. This page provides the terms and
conditions for use of the application. This includes EPA’s privacy notice, warning notice, and
user credential notices. Any user who registers for or has a CDX account is legally bound by

these conditions.

The following exhibit shows the screen capture for the ‘“Terms and Conditions’ screen:

CDX User Guide CSPP Workflow
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Exhibit 3-4: Terms and Conditions
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Chioosing a CDA Password

For CDX registration purposes, | agree to select a password which will not be easily guessed (e.g., my name, my children's names, birthdays, etc.). Passwords
must be a minimum of 8§ alpha-numeric characters (no spaces or special characters) and contain at least 1 of each of the following

* uppercase character
+ lowercase character
+ number
Passwords may not begin with & number nor contain the word “password” nor contain your User Name.

Protecting my CDX Password

| agree to protect my CDX password.

S wil not divilge miy password to any other individual; | will not store it in an unprotected location; and | will not allow it to be written into computer scripts to
achieve automarted login.

Limited CDX Software Distribution
Any distribution of software provided by the Environmental Protection Agency's Central Data Exchange shall be handled according to any defined license practices.

CDX provides tools which contains FIPS-validated RSA BSAFE Crypto-]) which is classified under Export Commodity Classification Number (ECCN) 5D002
"Encryption Sofware” referenced under CCATS G039799. This product is eligible for license exception ENC under Sections 740.17 (A) and (B) i2) of the Export
Administration Regulations (EAR). The exportation of this item classified by the Bureau of Industry and Security (BIS) as 5D002 "Unrestricted” to foreign subsidiaries
of US companies is permitted under this license exception ("ENC "Encryption”). This license exception does not apply to the embargoed nations of Cuba, Iran,
Morth Korea, Sudan and Syria or any parties found on the various government denial lists including the Department of Commerce Denied Parties List. For
additional information and guidance regarding your use of this product, please refer to the United States' standard regulations for encryption at

http:/ /'www.access.gpo.gov/bis/ear/pdf/740.pdf
Actions to take if my CDX Account has been Compromised

If | have determined that my COX account has become compromised, | agree to contact the CDX Technical Support staff ar 8§8-890-1993 or (970) 494-3300

for callers from Puerto Rico and Guam as soon as possible.
Terminating my CDX Account
| agree to notify CDX within ten working days if my duties change and | no longer need to interact with the CDX on behalf of my organization. | agree to make this

notification via either the CDX web interface or by notifying the CDX Technical Support staff at 888-890-1995 or (970) 494-5300 for callers from Puerto Rico
and Guam. This notification will allow CDX to deactivate my account and protect it from potential abuse by others.

CDX User Guide CSPP Workflow

14



:E".l»
o

3.24 Help

This page provides multiple options for users to contact the CDX help desk. Users can contact
the help desk by phone or email. The contact information is for both domestic and international
end users (see Exhibit 3-5). Users also have the ability to send a message to EPA help desk via
the contact form. You may access the contact form by clicking the ‘Contact Us’ link above the
login section. Please see Exhibit 3-6 for the ‘Contact Us’ screen.

The following exhibit shows the screen capture for the ‘Help’ screen:
Exhibit 3-5: Help
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CDX User Guide CSPP Workflow 15



The following exhibit shows the screen capture for the ‘Contact Us’ screen (Scroll 1):
Exhibit 3-6: Contact Us (Scroll 1)
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4 CDX Core Registration

To begin the registration process, click the ‘Register with CDX’ button that displays in the CDX
header on the main CDX navigation screens as listed in Section 3.

4.1 Terms and Conditions

After choosing to register, the CDX ‘Terms and Conditions’ screen (see Exhibit 4-1) is
displayed documenting the following minimum terms and conditions:

¢ Acceptance of warning and privacy policies

¢ Choosing a complex password

e Protecting your password

¢ Notifying CDX of possible misuse of account

e Limiting distribution of CDX software

e Agreement to notify CDX of changes in duties

You can accept the terms and conditions by selecting the ‘I Accept’ radio button and clicking the
‘Proceed’ button. You can also cancel the registration by selecting the ‘I Decline’ radio button
and clicking the ‘Proceed’ button or by clicking the ‘Cancel’ button. Once you have accepted the
registration agreement, the application redirects you to proceed with the registration process. If
you do not agree to the terms and conditions, you will not be able to continue with the
registration process.
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The following exhibit shows the screen capture for the CDX ‘Terms and Conditions’ agreement
screen:

Exhibit 4-1: CDX Terms and Conditions Agreement
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4.2 Request Program Service

The ‘Request Program Service’ screen is the first step in the registration process and is indicated
in the breadcrumb bar at the top of the page.

The ‘Request Program Service’ screen displays a list of open program services from which you
can choose (see Exhibit 4-3). You may filter the open program service list by typing the
program service name or other related program metadata in the text bar (see Exhibit 4-4). You
can select a program by clicking the program name (e.g. ‘CSPP: Submissions for Chemical
Safety and Pesticide Programs’). The selection on this page will determine the information you
must enter on subsequent pages.

The search component provides an enhanced search capability that instantly displays search
results as search criteria and keywords are entered by the user. For example, typing the word
‘chemical safety’ into the search field will display ‘Submissions for Chemical Safety and
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Pesticide Programs’ in the search results. The system will take you to the ‘Request Role Access’
screen once you select the program service.

The following table shows a list of applications that are currently scheduled to be available under
CSPP, and a tentative availability date:

Exhibit 4-2 TSCA Rules Under CSPP Workflow

TSCA Rule Submission Form Type Availability
of Application
TSCA Section 5 Notices and Premanufacture Notice (PMN) PMN To Be Determined
Supports SNUN (TBD)
TMEA
LVE
LOREX
LVE Mod
LOREX Mod
Biotechnology MCAN
TERA
Tier | Exemption
Tier 1l Exemption
Biotechnology TME
Support Amendment
Suspension Request
Test Data
Transfer of Ownership
Withdrawal Request
Other Correspondence
Bona Fide N/A
Notice of Commencement (NOC) N/A
Alternative Control Measures (ACM) N/A
TSCA Section 8(e) Notice Section 8(e) Notice N/A TBD
TSCA Section 8(d) Health & Section 8(d) Health & Safety Data Reporting N/A TBD
Safety Data Reporting
TSCA Section 8(a) PAIR Section 8(a) Preliminary Assessment N/A TBD
Reporting Information Rule (PAIR) Reporting
TSCA Section 4 Section 4 N/A TBD
TSCA FYI For Your Information (FYI) N/A TBD
TSCA CDR Chemical Data Reporting CDR Form U & Joint January 2012
submission
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The following exhibit shows the screen capture for the ‘Request Program Service’ screen:

Exhibit 4-3: Request Program Service
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wMOl: Electronic Noisce =f ktent fer tha PGP, 2007 CGP, and WEF WOTE
GLEMTMA: Great Lakes Eavironments] Darsbase Query Sysvem
GMG280000: NeT - EPA Region & QOuter Continental Shelf NPDES Permit
iBoard: EPA Internet On Boarding Application

IEPE: Exchange Network Grant Semi-Annual Reporting Forms

LEAD: Lead-Based Paint Program

LT2: LT2: LT2, Stage 2, and IDSE PlanfReport Entry

NEMI-CER: National Environmental Methods Index Contaminants

0ODS: Ozone Depleting Substances

OTAQDCFUEL: Office of Transportation Air Quality DC FUEL Program
OTAQEMTS: Office of Transportation and Air Quality EPA Moderated Transaction System
OTAQREG: Office of Transportation and Air Quality Fuels Registration
OTAQWaiverCredits: Cellulosic Biofuel Waiver Credits Pay gov Application
EMPESUEMIT: Risk Management Plan

SWENOI: Stormwater Notice of Intent for MSGP, NOE, LEW, and YGP
TRIMEweb: Toxic Release Inventory Made Easy Web

TSCA: TSCA

VERIFY: Vehicles and Engines Compliance Information System

VERIFY MFR REG: Request Manufacturer Code for Vehicle or Engine Compliance

WCIT: Water Contaminant Information Tool
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The following exhibit displays the screen capture for a filtered view of the ‘Request Program
Service’ screen:

Exhibit 4-4: Request Program Service (Filtered View)

COEHeme AbsnCON  Aecesl AAnsUScEmEms  Teiss osd Cosdiisms  Hap

Core CDX Registration

1. Beuiest Pragram Sendde
Esgn typng & program sereka nama or rabeied kepeoeds 1o Akar the g of scalabin mrace dag, ar quakty spetem, 805, ar Clean &r Szit)

witive Program Services Lst

ch

ACRES: Aana [} and Fad Exck Ly

CEPP: Sshimissions Tar Cheeseral Salery and Pesticsde Prage s
IEPE: Exchgsge Nenssat Grant Sess-Annual Bepsting Farms

TEiMEweh: Temsr Enimase invemtnry Made Eay Wieh

COMHalp Diank: B354 - 1395 | (970G 4345510 for oul re frm Pusrta Pika snd Cusm

EF3 Hamra | A part CL | Frivacy snd Secur iy Hoice | Tar rmn ared CardEcne | Coariaci Lin

4.3 Request Role Access

The ‘Request Role Access’ screen is the second step in the registration process. It will be
highlighted in the top breadcrumb bar. Completed steps are indicated with a checkmark. You
will also be able to navigate back to the first step by clicking the ‘Request Program Service’ step
in the top breadcrumb bar.

The CDX application allows programs to define user roles that can be selected during
registration. After selecting a program service on the ‘Request Program Service’ page, the
‘Request Role Access’ screen will appear and will allow you to register for a specific role (see
Exhibit 4-5).

If a user will be registering under the ‘CSPP: Submissions for Chemical Safety and Pesticide
Programs’ program service and creating any type of Section 5 Notices and Supports form, there
is additional guidance regarding which role a user should register under. For additional guidance
regarding which role to register under, see Section 5.

Based on program requirements and provisioning, this section will provide the appropriate fields
for additional information to be collected. Fields will display for the user to enter a facility ID or
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to use the Facility Registry System (FRS) (see Section 4.3.2). An additional screen will appear
for users to enter any other required information once the user confirms (see Section 4.3.1).

The programs that are provisioned to only have one role (out of all possible user roles, including
Primary Authorized Officials, Secondary Authorized Officials, Primary Agents/Consultants,
Secondary Agents/Consultants, Primary Supports, and/or Secondary Supports) without
additional information will skip this page and direct the user to provide their user and
organization information.

The following exhibit shows the screen capture for the ‘Request Role Access’ screen:
Exhibit 4-5: Request Role Access
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4.3.1 Additional Information

The ‘Additional Information’ screen will only display for roles requiring additional information
that is not collected on the previous screen. Based on program requirements and provisioning,
this screen will provide the following:
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e Program-specific entry fields to collect data that will not be captured in subsequent pages in
the registration process (e.g., the CSPP program requires the Support role to provide the
Authorizing Official ID)

e Text boxes, radio buttons, and drop-down lists for data collection

The following exhibit shows an example of the screen capture for the ‘Request Role Access’
screen when additional information is required:

Exhibit 4-6: Request Role Access: Additional Information
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432 EPA Facility Information

Some programs require users to provide facility information for specific program roles. If a role
requires facility information, a textbox and a ‘Search Facilities’ button will be displayed (see
Exhibit 4-7). If you already know your facility ID number, you will be able to input it into the
‘Facility ID’ field. If you do not know your facility ID number, you will be able to conduct a
search. Clicking the ‘Search Facilities’ button launches the FRS search service that allows you to
search for existing EPA facilities (see Exhibit 4-8). For certain programs, if the facility
information cannot be found, you have the opportunity to create a facility and submit the
information for review and inclusion in FRS (see Exhibit 4-10, Exhibit 4-11, and Exhibit 4-12).
The facility search, search results, and creation pages are displayed in exhibits below (see
previous references, Exhibit 4-9, and Exhibit 4-13). To ensure search results are returned within
optimal processing timeframes, at least two search fields must be populated.
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Certain applications within the CSPP program service will extract and use FRS data from CDX,
which requires the user to identify and associate facilities with the appropriate user roles. If you
are registering under the CSPP workflow and intend to use the CDR application, please add the
necessary facilities. If you are using the PMN, FYI, Section 4, 8(a) PAIR, 8(d), or 8(e) Notice
application within the CSPP workflow, identifying facilities is not necessary.

The following exhibits show the screen captures for associating facilities with a user role:

Exhibit 4-7: Request Role Access
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Exhibit 4-8: Search EPA Facilities

Find Existing Facility
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Exhibit 4-9: Search EPA Facilities - Search Results

Facility Search Results
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Exhibit 4-10: Search EPA Facilities - No Facility Found
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Exhibit 4-11: Search EPA Facilities - Create New Facility
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Exhibit 4-12: Search EPA Facilities - Create New Facility Confirmation
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4.4  Provide User and Organization Information

The ‘Provide User and Organization Information’ screen is the third step in the registration
process. It will be highlighted on the top breadcrumb bar. Completed steps are indicated with a
checkmark. The ‘Registration Information’ summary section is at the top and is updated with the
selections being made. You will also be able to navigate back to the previous steps by clicking
the corresponding step.

In the updated CDX system, user and organization information are captured on the same screen.
The information entered in this portion of the registration process will be used to support account
validation and establish levels of assurance.

CDX will provide multiple levels of user validation, which will be specific to the role selected.
All new CDX users will be required to activate their account after these registration steps by
following the instructions sent to the email address provided during the registration process for
their specified organization.

When additional identity proofing is required, you will be prompted to follow the additional
registration steps that may support the LexisNexis identity validation and/or Electronic Signature
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Agreement (ESA) signing processes. This prompt will occur after your initial login to the
system.

441 Part 1: User Information

The ‘User Information’ section collects the following information (see Exhibit 4-14):

e User ID (required)

e Title (required)

e First Name (required)

e Middle Initial

e Last Name (required)

o Suffix

e Password (required)

e Re-type Password (required)

e Security Question 1 (required)

e Security Answer 1 (required)

e Security Question 2 (required)

e Security Answer 2 (required)

e Security Question 3 (required)

e Security Answer 3 (required)
A ‘Description of Fields’ link is also displayed if any clarification is needed for the required

fields. You can click the hyperlink, which will display a pop-up with an overview of the fields.

Please note that the user ID and password information may be requested for re-authentication
with features throughout CDX including any submission processes within your specific CDX
application. The ‘Security Question’ and ‘Security Answer’ fields are also used for re-
authentication in the event you forget your password and need to reset it.

When creating a user ID, it must abide by the following rules:

e Must be at least & characters

¢ No special characters may be used with the exception of © ,” ‘@, and .

When creating a password, it must abide by the following rules:

e Must be at least 8 characters

e Must be no more than 15 characters

e Must contain one uppercase letter, one lowercase letter, and one number
e May not begin with a number

e May not be the same as your user ID

e May not contain the word ‘Password’
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e May not contain any special characters or spaces

e Must be changed every 90 days

The following exhibit shows the screen capture for the ‘User Information’ section of the ‘Provide
User and Organization Information’ screen:

Exhibit 4-14: User Information

Core CDX Registration

1. Requast Fragram Sarvics & ER TR PSS el - 2. Frowice Llzer and Organization Information  [ESIeEetiThsEHTy]

Begistratien InTormation

Proogrash Sarvlce: Subemsd ore for Cheamical Safucy and Peeicide Programe.

Ee Primery Auchor 2ed Do

Exzertial informastion is marked with an gserisk ()

Crscripnion of Field: &

Lz 10 COte=iueer] 222

Title® Mr W

First Mama * o

M e mikial

La=t Mame * Coe

ST | PluassSelen- %

Pazwword ™ La 2 2t s ]

Pty pe Pazeword ® AR

Senr iy Qusstion 1+ .m what City Or Town was your Tirse jobs W [Fairfa
Terur iy Question 27 vhat 2chonl chid you arbend For st gracke? ¥ |Heritage
SR Ty Qs o 5 ¢ .l.hh#: wiat yol s Favmiina Coy as o dndld? i Huld hioog

442 Part 2: Organization Information

The ‘Organization Information’ section collects the following information (see Exhibit 4-15 and
Exhibit 4-19):

¢ Organization Name (required)

e Mailing Address 1 (required)

e Mailing Address 2

o City (required)

o State/Province (required)

e Zip Code/Postal Code (required)
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e Country (required)

e Email (required)

e Re-enter Email (required)
e Phone Number (required)
e Phone Number Extension
e Fax Number

Unlike the previous system, the new CDX system requires you to search for your organization
before you are able to create a new organization. You are first asked to do a simple search (see
Exhibit 4-15). From the simple search you will be able to search by entering the ‘Organization
Name’ or the ‘Organization ID.’ Partial search terms can be entered. The matching search results
will be returned in a table displaying the ‘Organization ID,” ‘Organization Name,” ‘Address,’
‘City,” ‘State,” and ‘ZIP/Postal Code’ (see Exhibit 4-16). If the simple search returns too many
results, you may use the advanced search option (see Exhibit 4-17 and Exhibit 4-18) or choose
to search again. You may also choose to create an organization from a link below the search
results (see Exhibit 4-20). You will need to click the ‘Organization ID’ link to select your
organization. Once an organization has been selected or created, you will be required to enter an
email address and phone number, with the option of entering a phone number extension or fax
number (see Exhibit 4-19 and Exhibit 4-20).

This step is extremly important because the organization you designate as your primary
organization impacts the multiple AO functionality. For additional details regarding multiple AO
functionality, refer to Section 9.1.

The search results will only display organizations that have been previously verified by a
Registration Maintenance Account Manager (RMAM), LexisNexis or a help desk user.
Organizations that have not been verified can be searched for by using the organization ID.

The first organization a user adds will be set as the primary organization. The primary
organization is important because it indicates the user’s primary email address in CDX.
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The following exhibits show the screen captures for the ‘Organization Information’ section:

Exhibit 4-15: Organization Information

Cascripmion of F b=

Ut iD+ | User 1D may not b blank

Titla W

First Hame™

Fliddi inicial

LSt Mame™

s -

Fassword #

Fa-Typie Pasmsornd®

Sar et CLEstion 1 ¥
S0 ol CAESTion 2 ¥ e
=

St CLEstion 3 ¢

Search for your organtzation using the ted bos below,
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Exhibit 4-16: Organization Information - Simple Search and Results

Provide Organization Details

O select a Current Organization
® FEequest to Add an Organization

Request to Add an Organization

Search for your anganization using the text box below. You may search by entering the Organization Mame or the Onganization [D.

EPA

Select wour arganization from the tahle helow

Organization Id
15305
15404
17087
17221
15538
17341
15887
17381
16378

16472

Can't find your organization? Use advanced search or request that we add your organization.

Cancel Request

4.4.2.1

Organization Name
EP& AIRLIMNE

EPA 2

EP&

EP&

EP&'S 2MD AIRLIMNE
EPA Eegion &

LS. EPA

EPA Test Company 1
EP&

EPA

Search

Address

109 TW ALEXANDER DE

1200 PENM AVE

109 TW ALEXANDER DE

T30 LET MNwy

109 TW ALEXANDER DRIVE

1445 Eoss Avenue

1200 PENMSYLVAMIA AVE M

123456 Test 5t

123 MAIN ST

2000 TRAVERWOOD DRIVE

Organization Advanced Search

City

ETP
WASHIMCGTOM
ETP
WASHINGTOM
ETP

Dallas
WASHIMCGTOM
Fairfax

MAIN

AMMN AREOR

State

MC

DC

MC

DC

MC

TX

DC

WA

MD

Ml

ZIP Code

27711

20480

27711

20785

27711

75202

20480

22033

11111

48105

When an organization does not appear in the basic search results, you have the option to perform
an advanced search for a valid organization. After clicking the advanced search hyperlink below
the search results, you can perform a search with the following criteria (see Exhibit 4-17):

e Organization ID

¢ Organization Name

e Country

e Mailing Address
e Mailing Address 2

e City
e State

e ZIP/Postal Code
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Once the search is executed, the search results will display a list of matching valid organizations
from which you can select (see Exhibit 4-18).

The following exhibits show the screen captures for the ‘Organization Information — Advanced
Search’ section:

Exhibit 4-17: Organization Information — Advanced Search

Part 2: Organization Information

Search for your organization using the search criteria below.

Organization [D | |

Organization Mame | |

Cauntry | UMITED STATES v

Mailing Address | |

Mailing Address 2 | |

G | |

State | w |

ZIP{Pastal Code | |

Wrong organization information? Eack to Search Eesults or request that we add your organization.

Cancel
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Exhibit 4-18: Organization Information — Advanced Search Results

Search for your anganization using the search criteria below.

COrganization D

Organization Mame EFA

Country UMITED STATES (]
Mailing Address

Mailing Address 2

City

State [V]

ZIPfPostal Code

Wrong organization information? Eack to Search Eesults or request that we add your organization.

Select your organization from the table below.

Organization Id Organization Name Address City

15305 EPA AIRLIME 105 TW ALEXANDER DR ETP

15404 EPA 2 1200 PEMN AVE WASHIMCTOM
17067 EPA 105 TW ALEXANDER DR ETP

17221 EPA 1310 LET M WASHIMCTOM
155386 EPA'S ZMD AIRLIMNE 109 TwW ALEXAMDER DENE ETF

17341 EPA Region & 1445 Ross Avenue Dallas

15867 LS. EPA 1200 PEMNSYLVAMLA AVE MW WASHIMCTOM
17381 EPA Test Company 1 123456 Test 5t Fairfax

State

MC

DC

MC

DC

MNC

TX

DC

WA

ZIP Code

27711

20440

27711

20785

27711

75202

20440

22033
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Exhibit 4-19: Organization Information — Contact Information

Provide Organization Details

O select a Current Qrganization
® FEequest to Add an Organization

Request to Add an Organization

EPA
Mailing Address
108 TW ALEXAMNDER DR

TP, NC, LS
27711

Provide Additional Contact Information:
Erriail *

John. Doed@test. com

Re-enter Email John.Doe@test.com
Phone Murnber * {123} 456-7890
Phone Mumber Ext

Fax Mumber

Wrong organization information? Eack to Search Eesults, Use advanced search or request that we add wour organization.

Submit Request for Access

Cancel Eequest

4422 Request to Add Organization

When an organization does not appear in the basic or advanced search results, you then have the
option to request the addition of another organization. Both international and domestic
organizations can be added. The fields will differ based on the location of the organization that
you request to add.

If you no longer wish to add an organization, you can navigate back to the search results by
clicking the ‘Back to Search Results’ button.

This feature will collect the following information for U.S. organizations (see Exhibit 4-20):

e Organization Name (required)
e Country (required)

e Mailing Address (required)

¢ Mailing Address 2

e City (required)
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e State (required)

e ZIP/Postal Code (required)
¢ Email (required)

e Re-enter Email (required)
e Phone Number (required)
e Phone Number Ext

e Fax Number

This feature will collect the following information for Canadian organizations:

¢ Organization Name (required)
e Country (required)

e Mailing Address (required)
¢ Mailing Address 2

e City (required)

¢ Province (required)

e ZIP/Postal Code (required)
e Email (required)

e Re-enter Email (required)
e Phone Number (required)
e Phone Number Ext

e Fax Number

This feature will collect the following information for all other international organizations:

¢ Organization Name (required)
e Country (required)

e Mailing Address (required)

¢ Mailing Address 2

e Mailing Address 3

e Mailing Address 4

e City (required)

e Z1P/Postal Code (required)

e Email (required)

e Re-enter Email (required)

e Phone Number (required)

CDX User Guide CSPP Workflow

39



]

\|:I
!
¢

e Phone Number Ext
e Fax Number

After all required fields have been completed, you must click the ‘Submit Request for Access’
button to complete your request. After your user account has been activated, the requested
organization will be added to the CDX system. The organization will be available in subsequent
searches by organization ID only, unless the organization has been verified by the help desk,
RMAM, or LexisNexis.

The following exhibit shows the screen capture for the ‘Request to Add Organization’ section:

Exhibit 4-20: Organization Information — Request to Add Organization

Provide Organization Details

O Select a Current Organization
® FEequest to Add an Organization

Request to Add an Organization

Organization Mame * Doe Test Campary
Country ™ UMITED STATES M
Mailing Address * 123 Main 5t

Mailing Address 2

City ™ Fairfax

State Virginia [v]
ZIP{Postal Code * 22033

Email * John. Doe@test.com

Re-enter Email * lohn.Doe@test.com

Phone Number * (123) 456-7850

Phone Nurmber Ext

Fax Mumber

Eack to Search Results | Submit Request for Access

Cancel Request

2 | (3703 494-5500 for callers from Puerto Rico and Cuarn

EPA Hame | About reque ed Questions | Privacy and Security Motice | Terms and Conditions | Contact Us

443 Confirmation Screen

After you complete the core registration components, you will be taken to the ‘Confirmation’
screen (see Exhibit 4-21). This screen provides your confirmation number and instructions with
how to activate your new user ID. You will need to go to the email that you registered under
your organization to see the confirmation link. Copy the confirmation number that displays for
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your records. The confirmation number will allow help desk to review your registration if you
contact them before your account is activated.

If the selected program service or role has any additional requirements (e.g., ESA, LexisNexis
identity proofing, etc.), it will be performed after you click the activation link in the email and
log into the application.

The following exhibit shows the screen capture for the ‘Confirmation’ screen:
Exhibit 4-21: Confirmation

Confirmat isn
A few more steps., ..

0w will 00N receva an email oonfiFmarion message [ ol essendomail com) asking you to Tolow a Bnk 1o acivam your deer 2000t Follow char link 1o
ool ed your FeQistrarion Flaas oonead the help G iF yoi R e oy (55065 of BES-B00-1 008 o (0001 454 55930 Tor calars from Puarmo Rioo and Cudm

Caonfirsetion Muamber . Todibe3e-T65-453Ta-hea-BOZIN0ha1hod

Retrn to T Home

CO Help Denk ABE-A30-1 1434-2500 far culars fram Fus Fico snd Cunm

ERa Hame | abiowr GO I Pr i o Terimis A L H GOt s

444 Confirmation Email

Once you have submitted your core registration information and reached the confirmation
screen, an email will be sent to the email address you entered for the organization that you
registered for on the ‘Provide User and Organization’ screen (see Exhibit 4-22). The email will
contain the account confirmation and the additional instructions. Once you receive the email,
click the activation link. The link will take you to the CDX login screen where you will be asked
to enter your user ID and password.
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The following exhibit shows the screen capture for the ‘Confirmation Email’ screen:
Exhibit 4-22: Confirmation Email

{_ﬁ.:-qla.. s— ; B

Girna # o i ] - % b = | af 257 ¥ -
[ comeie | i
lihind i(25% =
! 5::.:.--; L0k Reglstration Validabion - achoen required (DEV) o NEpdes
f:;-r:::l.l helpileskazepacds mei 218°P 13 mnubes agn] =
Drat Wi i el

i Candral Dada Exchaniga [COG) Ugsr @codiifl shalus B panding dred will ba aciisbail alai

Pt |

Traval WU Ao e thie Sy Ilm_r:hlll}tmhmi'r:u"'l ypeiink Licdoay

LR W T e TR el Proen SO g etf B g L Cidn o aco e-ns e ol b ey elal @ P red
rodir I GO

Theadt
[aaa Flaas! Db b i 06 & Tor Cheard £ 3 efedy e Petic i Py rams
Fealaz Primars Sanbeniz ed Ofcial

o SO T To i e bk chad s M ired 1ode, plbaasier CHEk 1hei Kb Esibrwt b 00l yOLF P g

i E AT AT T e k=4l S 1]

e Lallpham
¥y chck tha Bk o i1 oppaeds 10 be broken, pledod oapd el pacto il W0Q nend Browsai
A ind Do
Flicaga o reol i6s o rd 1 UNER el Bca B I sl Fuifved Bl e £ Fo2 AT DNES TRa] LBEE, il

il conrhaed] e b emial ot g e el b R Rl GG il Te] o8 By 2l Brey Thed OO Tuchnical S U pafl
‘l.llh-.m;n aul 1OF Tk bkphione 5 up e o SEEES0- 1925 abwsiin 800 an la 500 PR
JESTi Monday thrtagh Fidag
Bl gl
COX Hedp Dessk
.

4.5 Logging in to MyCDX for New Users

Once you have clicked the activation link in the confirmation email, you will be taken to the
CDX login screen (See Exhibit 4-23). If you try to log in prior to clicking the confirmation link,
you will be taken to the user account completion screen where you can request another
verification email to be sent to the email address on file (see Exhibit 4-24). If you enter the
wrong user ID, you will be taken to the ‘Validation Unsuccessful’ screen. You will also have the
option of resending the verification code if you try to log in through CDX instead of clicking the
link in the email (see Exhibit 4-25).

After the correct information is accurately entered, you will be taken to the next screen to
complete the program service role’s registration requirements (if applicable).
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The following exhibit shows the screen capture for the ‘CDX Login’ screen:
Exhibit 4-23: CDX Login Screen

T snd Candifioms

Central Data Exchange

Passaand

43
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The following exhibit shows the screen capture for the ‘Resend Verification Email’ screen:
Exhibit 4-24: Resend Verification Email

el iy Heip
Central Data Exchange

Complete Core Regisiration Process

This eccourk has not baen axivared. For verificarion and seourity raaeons, v ou'will reed to confirm a valid emal address before using COH. Flaasa dnind:
hii v | ad i 55 (o=t esnd rdormil o) iEed dring regErraon for & messaga Trom b spa ot . 17 you did rol raceive Chis eCtivation a-mail,
please check woir Spancr ik mall foddars.

1 v e e =il encounbering issues, plegss conksct the belp e gt BAA-820-199% o (9701 4245500 For callers from Peerio Rico and Guam if you are
calling fromPuerto Fico or Guam
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The following exhibit shows the screen capture for the ‘Validation Code Not Found’ screen:
Exhibit 4-25: Validation Code Not Found

e eneee COG

LR H oo il L0010 Keceml dm) e s s lermes amedl i_aniihseens il Help Logged in 4% COHZTESTUEERSTS (Losg oath

Core COX Registration
Lawt Lasgim: 37102012 4:15:37 PR

¥alidat ion Code could not be Townd.

Thee walidarion code is no longesr walid.

o Wfed Skl aad O SUPEOT. Chrd e SO O on s ana i labde

By Telephone

P o= T i S0 1 Ced eheoi Suipyeend @ i il able froem 800 o mo & 00 e (BT JEDTL Call oo coll-Tree lind ar BEs- Bl 1508 oF (00 40d4-5500 for callers
Trom Pt Rico and Gudim

Ey E-mail:
Sand e-mal to Tedwical SUpgort ot ops - de® cgifeder al. com with "Techinical Suppode” in cheSubp T

&y Fax
AESISLANCA NeOpESIE ard Ao pred 24 hours 4 day ar W0 5-227-471 00 Support par sonrid 'will respond 10 Fax ed reqosens Morday Chrowch Friday fnom 8200 am
ri & 00 pin ST JE0T.
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5 Section 5 Notices and Supports User Role Guidance

Users registering under the CSPP workflow for submitting Section 5 forms should refer to the
following guidance to determine which user roles to register under.

5.1 Primary Authorized Official Criterion

A Primary Authorized Official can also be thought of as a primary company authorized official
because they are the authorized official of a company who sponsors other users. A user who
meets the following criteria should register as a Primary Authorized Official:

¢ A user who needs to be able to create, edit, submit, or amend an initial Section 5 Notices and
Supports form. Any user whose company headquarters is a non-U.S. based company that
falls under this criteria should also register as an AO but will be unable to submit a form

¢ A user who must be able to assign Supports

e A user who must be able to delete forms

e A user who may need to sponsor Primary Agents/Consultants
5.2  Secondary Authorized Official Criterion

A Secondary Authorized Official can also be through of as a secondary company authorized
official because they are the secondary authorized official of a company who sponsors
supporting users. A user who meets the following criteria should register as a Secondary
Authorized Official:

e A user who needs to be able to create, edit, submit, or amend a Joint Submission/Letter of
Support Submission for a PMN, Biotechnology, or Bona Fide form

e A user who must be able to assign Supports
e A user who may need to sponsor Secondary Agent/Consultants

A user who is from a non-US based company can submit a Letter of Support for PMN,
Biotechnology, or Bona Fide forms. A user from a non-U.S. based company cannot submit an
original Joint Submission for PMN or Biotechnology forms.

5.3  Primary Support Criterion

A user who meets the following criteria should register as a Primary Support:

¢ A user who needs to be able to edit an unlocked Section 5 Notices and Supports form,
including PMN, Biotechnology, Bona Fide, NOC, Support, and/or ACM forms

5.4  Secondary Support Criterion

A user who meets the following criteria should register as a Secondary Support:

e A user who needs to be able to edit a Joint Submission/Letter of Support for PMN,
Biotechnology, or Bona Fide

5.5  Primary Agent/Consultant Criterion

A Primary Agent/Consultant may also be through of as a Primary Sponsored Authorized Official
as this is the user who is sponsored by a Primary Authorized Official. A user who meets the
following criteria should register as a Primary Agent/Consultant:
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e A user who is identified by an AO to serve as an agent or consultant to the sponsoring
organization, and is able to create, edit, amend, or delete forms

e An agent/consultant who will not have the authority to submit original main forms, including
PMN, Biotechnology, Bona Fide, or NOC forms. However, this user may submit Support
and ACM forms

e A user who will not be able to assign forms to Support users

A user will not be able to register for the Primary Agent/Consultant role through the core
registration process; it will be a closed registration process meaning that a Primary AO must
identify an individual via an email address as a Primary Agent/Consultant. The Primary
Agent/Consultant will then review the sponsorship request.

5.6  Secondary Agent/Consultant Criterion

A Secondary Agent/Consultant may also be thought of as a Secondary Sponsored Authorized
Official as this is the user who will be sponsored by a Secondary Authorized Official. A user
who meets the following criteria should register as a Secondary Agent/Consultant:

¢ A user who needs to be able to create/edit a Joint Submission for a PMN or Biotechnology
form
¢ A user who needs to be able to create/edit a Letter of Support for a PMN, Biotechnology, or
Bona Fide form
e A user who will not be able to submit Letters of Support/Joint Submissions or assign forms
to Supports
A user will not be able to register for the Secondary Agent/Consultant role through the core

registration process; it will be a closed registration process meaning that a Secondary AO must
identify an individual as a Secondary Agent/Consultant via their email address.
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The following exhibit shows the screen capture of the ‘Section 5 Notices and Supports User Role
Matrix’ which will assist you in selecting the appropriate Section 5 Notices and Supports user

role:
Exhibit 5-1: Section 5 Notices and Supports User Role Matrix
(+3
A
& & S & 3° &
S & & @@Q& v’;&a"' I &
S| e | 2 £t
& of & e & 3

Legend 8 ¥ Q¢ E R d o
- . @ 2
¥=Can Perform Function £ o8

> & 3 S &#

ﬁé}é@ ﬁﬁ;@ oq@';@ e‘é"; 3
& & s O
& FW & P
< & & xS & & &
&* & & & ¥
us non-Us |US non-Us us non-Us |US non-Us |US non-USs us non-USs
Main forms (PNN, Biotechnology, Bona
Fice, ACM Or NOC)
Create all original main forms X X X
Submit griginal main forms
Submit original ACM forms X X X
Submit amendments (by editing the main
farms} X X X X
Unlock all main forms X X X X
Edit unlocked main forms X X X X X
Delete forms X X X X
Assign Supports X X
Support forms

Create Supportforms X X X
Submit griginal Suppart forms X X X
Submit amendment for older cases and
other support forms X X X X
Unlock suppaort farms X X X X
Edit unlocked support forms X X X X X
Delete forms X X X X
Assign Supports X X

LOS submissions

Create LOS for PMN, Biotechnology, or Bona

Fide X X X X
Submit original LOS for PMMN, Biotechnology
or Bona Fide X
Submit amendments to LOS submissions X X X X
Unlack LOS for PMN, Biotechnology or Bona
Fide X X X X
Edit unlocked LOS forms X X X X X
Delete forms X X X X
Assign Supports X X
Joint submissions
Create Jointfor PRIM or Biotechnaology X X X X
Submit ariginal Joint for PR or
Biotechnology X
Submit amendments to Joint farms X X X X
Unlock Joint for PMM or Bietechnaology X X X X
Edit Unlocked Jointforms X X X X X
Delete forms X X X X
Assign Supports X X
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6 eReporting User Role Guidance

Users registering under the CSPP workflow for submitting FY1, Section 4, Section 8(a), Section
8(d), or Section 8(e) submissions should refer to the following table to determine which user
role(s) to register under.

The following exhibit shows the screen capture of the ‘eReporting User Role Matrix’ table which
will assist you in selecting the appropriate eReporting user role:

Exhibit 6-1: eReporting User Role Matrix

Legend
#=Can Perform Functian 1;?5:'1' a}';’qdb
FCAN e
FYl Submission, Section 4, 8{a) PAIR
Reporting, 8(d) Health & Safety Data
Reporting, Section 8(e) Notice
Create all forms X
Sukmit forms X
Sukmit amendments X
Lnlock all forms X
Edit unlocked forms X X
Delete forms X
Assign Supports X
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7 Chemical Data Reporting User Role Guidance

Users registering under the CSPP workflow for submitting CDR forms should refer to the
following guidance to determine which user role(s) to register under.

The following exhibit shows the screen capture of the ‘CDR User Role Matrix’ which will assist

you in selecting the appropriate CDR user role:
Exhibit 7-1: CDR User Role Matrix

Legend

¥=Can Perform Function

CDR Forms (Parts 1-3)

Create forms

X

Submitforms

X

Zubkmit amendments

X

Unlock forms

X

Edit unlocked forms

X

X

Delete farms

X

Assign Supports

X

CDR Forms (Part 4)

Create forms

Submitforms

Zubkmit amendments

Unlock forms

Edit unlocked forms

Delete farms

Assign Supports
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8 CDX Role Sponsorship Registration

The role sponsorship registration process is recommended for specific users reporting under
TSCA Section 5. These users are likely not a part of the main organization, but have been hired
to consult for an organization.

To begin the process of identifying a separate user as an Agent/Consultant, log into the CDX
account identified as a Primary AO and deactivate the existing Primary AO role. The user will
log back into the CDX account, reactivate the Primary AO role, and access the ‘Role
Sponsorship’ tab. The reason for this is that a user needs to re-establish the role with the
sponsorship provisioning.

8.1  Electronic Signature Agreement

After registering as a Primary AO, log into CDX and complete the eSig-PIN questions (see
Exhibit 8-1). The application does not accept the same answer for each challenge question.

e Challenge Question 1 (required)
e Challenge Question 1 Answer (required)
e Challenge Question 2 (required)
e Challenge Question 2 Answer (required)
e Challenge Question 3 (required)
e Challenge Question 3 Answer (required)
¢ Challenge Question 4 (required)
e Challenge Question 4 Answer (required)
e Challenge Question 5 (required)
e Challenge Question 5 Answer (required)

You can select the challenge question from the drop-down menu and provide a unique response
for each challenge question in the text field. Click the ‘Save Answers’ button to navigate to the
‘MyCDX’ page where the ‘Role Sponsorship’ tab should now be displayed.
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The following exhibit shows the screen capture for the ‘Electronic Signature Agreement’ screen:

Exhibit 8-1: Electronic Signature Agreement

CINE Hame Absud CINE Bncosl Bsnsuscemenis Term= pad Conddizng FAGs Hinlp ing ==
1 el

Central Data Exchange -
Lasy Login: B/ T0{Z0713 1004200 FM

CIOX Begistrateon: Addrional Venlfication

1. Idertity Werification & EESESTETIT Sigraiure Agresment

iad e reginered Tor & progranm thar recp e elgnanse PN Verfioadon, Flease febeor Thee [3] chalenge quesstio e S Sroaes, The ques st tiat ywiu sekecn
ik ber guessri e it i Can remsmiber, b s e Areanes s e o it

Selea § Challenge Questions and Anssers
What wan your Aink pai's neme?® e

WA B e T e ok Foi ki Erp

Whai moyaur dmsansixan

AT B 0 Toss0 e i A B e

What w yaur fesanis back? boak|
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The following exhibit shows the screen capture for the ‘MyCDX’ page with the ‘Role
Sponsorship’ tab displayed in the top part of the screen:

Exhibit 8-2: MyCDX - Role Sponsorship
ﬁEm Urried Stotes Errarorrenia’ Frosed ian Saoesy ATRA, DA EATAARE CDF_
ChdHeme Absn COX  feces) Aensuscemems  Tenss osd Cosdiisns  FAGs  Hop Logged in 45 JCHHOCECPFTAD (Lo s

Central Data Exchange L
Last Login: 8/10/201% 10:42.06 F#

MR shox | | My Profie | | Rele Sponsesshig Sebhmissio

n HEs Ty

LU AT B
frabmy  Program Seresce Mase Eoimis}

- CEPP: Subimissianes far Chemical Saleny and Pemicide Programe Frimaey futhiorized Qe

8.2  Request Program Service

Click the ‘Role Sponsorship’ tab to identify a new or current user who will serve as the
Agent/Consultant.

The ‘Role Sponsorship’ screen displays various options available, including initiating the role
sponsorship process, approving/denying sponsorship requests, and viewing/modifying existing
privileges.
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The following exhibit shows the screen capture for the ‘Role Sponsorship’ screen:

Exhibit 8-3: Role Sponsorship

M Hommn  Myowt O Recend Armoerceeesly  Tomead Condims FAGs  Help Logged in sn JIHMDOEOFFTAD {Leg out)

Central Data Exchange

Lacst Lagea: S0T002073 10042000 PR

] Myl LIX ] .Inl'.:: ] .h".l Frafile N Hole o pesmnorybeg ] sSubsmassszs History ]

‘Fom arm Barac Fole

Role Sponsorship Tools
Tasd DEscripaian

Fals iponicrabip) inekatian Iratinim ared irfarm were af rAguart to auhorice MrACE ACcEm
Pending Sgarcardhi Regissts List aid aopeoass demy requeEsts Tor servios Boosss

Bzcann Wansgemant simw andor madiy axrng prealsga

C0 Help Caml: 3B -EA0-1 59 | 3 70) 454- 2506 far callare fram Fsric Fco erd Cusmi

EPA Homa | b=y OO | Frauundy Aakad O uaai one | Friwncy snd Securiy Hodce | Tar man ared Carsd Hone | Coarinci Lin

8.3  Role Sponsorship/Invitation

The ‘Role Sponsorship/Invitation’ is the next step in identifying a user you wish to sponsor
under the Agent/Consultant user role.

In the ‘Step 1: Recipient Information’ field set, enter the email address of the user you wish to
sponsor as an Agent/Consultant.

In the ‘Step 2: Sponsorship Information’ field set, select the program service that the user will be
working under (i.e., ‘Submissions for Chemical Safety and Pesticide Programs’), and select the
apropriate role from the ‘Role’ drop-down menu.

Click the ‘Submit’ button to navigate to the ‘Role Sponsorship Review’ page to confirm the
accuracy of the email address.
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The following exhibit shows the screen capture for the ‘Role Sponsorship/Invitation’ screen:

Exhibit 8-4: Role Sponsorship/Invitation

COMHeme AbSACON  Foces Asneuscements  Terms osd Cosdlisns  FAOs  Hep Lopged in a5 JOHNODEDPFTAD  (Log st

Last Login: 2/10/2015 T0:42:08 FM

ML

W are Bese [l Fesaiv Tonds = Bide S rens reh gyl red it on

Rode Sponsorship

Thue arteruk [*] dencéas & requred feid
Step 10 Recipient Wifaimation Steg 2 Sponsorihig Infoomation
Frroade the amal addrom af tha wear yau with to sparear. H ot uar Prawida the micrmatian far the rode yau wish o spsarasar.
doan rext alrasdy aart n COK, yau can agher iny a difarare amad

wedidrw ar irevts the e s b craste s COW accaunt Program Sereea *

COM Halp Oank: BFIE-A5]- 13595 | (870G 4345510 for ol lre from Pusrta Riea snd Cusm

EF& Harra | oAb pari CO | Frasguamiby A akad Crunridanm | Prinmecy ared Sasu ity Maiics | Turme snd Conditia r | Caroet U

8.3.1 Role Sponsorship Review

The ‘Role Sponsorship Review’ screen displays the details of the role sponsorship, including the
program service, user role, and email address of the identified Agent/Consultant.

The AO will indicate whether the provided email address is correct or incorrect and provide
updates if necessary.

To proceed with the role sponsorship process, select the ‘Yes, the provided email address is
correct’ radio button and click the ‘Submit’ button. If you select the ‘No, the provided email
address is incorrect and must be updated’ radio button, click the ‘Back’ button and re-enter the
agent/consultant user information. A pop-up window displays to confirm the email address of the
specified Agent/Consultant (see Exhibit 8-6). You must enter in the email address of the
specified Agent/Consultant before the application generates the email invitation. The reason for
multiple confirmations is to ensure that the correct email address is used.
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Click the ‘Confirm’ button to generate an email that will be sent to the identified
Agent/Consultant. As an Agent/Consultant, you will receive an email to review or reject the
sponsorship request. Click the ‘review this sponsorship’ link within the email to generate the
‘Sponsorship Information’ screen. Click the ‘cancel this sponsorship request’ link within the
email to reject the sponsorship request.

The following exhibit shows an example of the screen capture for the ‘Role Sponsorship
Review’ screen when the email address of the agent/consultant requires verification:

Exhibit 8-5: Role Sponsorship/Invitation Review — Role Sponsorship Details
[l
ﬁm Liared Siales Exsirzrmarisl Proiccion Apgascy SR BRI CDE
OOE Hme Beosd DOE Recerd Anenencesesls fepex and Cosddisns FRs Hels Logged i ok KIHHCOEQFFTAD  {Ladg our)

Central Data Exchange Ecanan Us
Lawt Logeee 201003073 17: 1230 PR

MO | | Inbax | | My Pradlle | | Role Spascorshen | | Subsssssies History

Vol e here: Bols Dpoosshp T FiRE L LLT! raten = Rake Sponsorship) einanan Pevies

Role Sponsorship Review

Rl Spensorshig Detals

Fregrass Sarvice: Subminiane far Chamical Safuby ard Pasicida Programa
Kole: Frimary SgansiCaraukant

Emaadl jabn. Dasdeart.com

C Wag, the prowicked emsl address B oo
'-j M, thee prowicksd eimiall Sddress B inoonmen Aned mieT ke gy

G Help D A3 -E90- 1 &85 | ST d8ad-E5 00 far calers Trann P Boo and Cuam

EPa Home | Bbour GO | Frecuentdy asbond dismions | Priwvacy sndSecuriny Honce | Terne wnd Condiions | Commcr s
EPA. Hidme i, Frem ey Asknd Qusimions | Friwacy SECURIDY HORle | Terive: ared Coradiions | Gommacrlk
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The following exhibit shows a screen capture of the ‘Email Confirmation’ pop-up window:
Exhibit 8-6: Role Sponsorship/Invitation Review — Email Confirmation

Email Confirmation
Plasm confrm the proaded amal sddrem Baiore mrding tha mekstian

Jabn. Dapdeart com
[ This Teebd 5 required

Emad
Carfirm Emal *
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The following exhibit shows a screen capture of the ‘CDX Role Sponsorship Request’ email that
the sponsored Agent/Consultant receives after the AO confirms the email address:

Exhibit 8-7: CDX Role Sponsorship Request Email — Agent/Consultant Reviews
Sponsorship Request

U_‘u = @ ¥ |5 Central Data Exchange Sponsorship Request g i
|, :’:i‘)! =
— Messages Develaper L7l
1 M x R S, sarevists~| v ¥, || 4aFind
- = A =P e i |18 Retitea -
Reply Reply Forward || Delete Moveto Create Other Block Mat luni Categorize Follow Mark as L
to All Folder= Rule Actions= || Sender hs Up = Unread p Deled
Respond Actions Junk E-mail \F Ciptions {F] Find
From: helpdesk @epacdx.net Sent:  Wed 4/10,2013 4:03 PM
Ta:
G
Subject: Central Data Exchange Sponsorship Request
-

@@ PRIMARY USER FULL NAME @ @ with registered email address @ @EMAIL ADDRESS@ @ has requested to sponsor
vou for the @ @SECONDARY ROLE NAME@ @ role.

Program Service: @ @PROGRAM SERVICE@ @
Role: @@SECONDARY ROLE@ @
Additional Info: @ @PROGRAMID, if available@ @

You mav review this sponsorship and follow the instructions after being redirected to the CDX application.
You mav cancel this sponsorship request.

Please do not reply to this message. If vou have questions concemning this message, vou mav contact CDX Help Desk bv email
at helpdesk @ epacdx net or by calling the CDX Technical Support Staff through our toll free telephone support on 888-890-1995
between Monday through Friday from 8:00 am to 6:00 pm ESTEDT. For callers from Puerto Rico and Guam, the CDX Help
Desk can also be reached at (970} 494-5300.

CDX Registration Homepage
https: 'dev.epacdx.net

United States Environmental Protection Agencv - Central Data Exchange

4

8.3.2 Sponsorship Information

The ‘Sponsorship Information’ page is displayed when a user clicks the ‘review this
sponsorship’ link within the agent/consultant sponsorship email. An Agent/Consultant has the
option to log into an existing account, or create a new account.

If a user chooses to log into an existing account, select the user ID from the ‘User ID’ drop-down
menu and enter the password.

If a user chooses to create a new account, click the ‘Create New Account’ link on the page. This
displays an additional ‘Sponsorship Information’ page where you must approve or reject a CDX
official’s request to view your contact information to sponsor you for the corresponding
agent/consultant role.
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Click the ‘Approve’ button to navigate to the ‘Registration Information’ page and enter in the
user and organization information of the user who logged in to identify himself/herself as a
primary agent/consultant.

The following exhibit show the screen capture for the ‘Sponsorship Information” screen:

Exhibit 8-8: Sponsorship Information

CHTE, Hioema Bsomd DI Hecerm Ansoencemesis Fermx ped Cosddisns: Holp

Role Sponsorship Process Edcama Us

fou are here: F tap * Eolw Spaarmarship Rasars

rship Infarmation
Jatwn Doy et com
Frgigr s Sendoe Sasbirvdgskare for Chemboal Safeny red Pestichis Progrars

Rale: Py & s on sl

HIC0K affkial Tor the program sereka sb=awm In raquarineg b wE aur wau far the camrmparaing rale. Yau may choase B sppros
o raject thin requmt B mekng the apprapnsta selsston below.
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The following exhibit shows a screen capture for the ‘Sponsorship Information’ screen where a
user may log into an existing account:

Exhibit 8-9: Sponsorship Information — Log into Existing Account

CITE Hioes Bsowl TITE, Hecem Ansoencemesis Teremx med Cosddisns: (L]
Role Sponsorship Process Edrancar Us

You are here: Fals Sponscrabap

rship Inforemation
John. Do et com
Frager s Senioe Subivdgskare far Chemboal Safeny ared Pesticids Frograres

Role: Pri g @ BT on 5 il

Yau hawa bean sparmarad for & CO¥ rale. Snce gau hes sn exning sccaunt, you may emer gour COF e (D ard pasrssacd s ik tha rale o yaor sccaort. §ogau

do nok arwady hoew o C0E arcourk vau masy creais & rane ara

F yau axpanence insuan or raesd wath the 1 ship procans, plass call the COX Halp Ok toli-fras ine ot BEE-S065-1005. [@70] dbd- 5555 far

callare from Pusric Rico ard Guam

Log Im v existing account

Uner D

B - s
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The following exhibit shows a screen capture of the ‘Sponsorship Information’ screen:
Exhibit 8-10: Sponsorship Information — Role Sponsorship Review

Terms 3nd Candfnss AR Hnlp el me " S .
e navren L

Abad C  Hecosl Bsnsuscemenis
Last Login: §/11/2015 5:00:10 FM

CIRE Hame

Role Sponsarship Process
‘Wow arw Bere | wHalm tponecrabip Eevms
Speon sorship InTormation

Jodiin Diges @vesr it

Ermail:
Sl b on s Tor Chervd ol Safery and Pestidide Programs

Program 5ervele:
Fade Frim ey Oges neCarcu eant
yru {or the corranponding rode You msy chace to apprase

& CO pfficial far the program ssanace aboss i recuestng to ses pour
ar re@ct this raguarnt by making ite spproprsie mlacian Ba ke

m
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The following exhibits show the screen captures of a Primary Agent/Consultant user selecting an
organization to register under in the ‘Role Sponsorship Information’ screen. A user may either
select a current organization from the drop-down menu, request to add a new organization, or
create a new organization.

Exhibit 8-11: Role Sponsorship Information — Select a Current Organization (Scroll 1)

LUK Hisa ol UK HMECET AnSoenteSesls TS afd Lol s kRS Hils iLeg out)

Role Sponsorship Process | Careact s
Last Lages: 5112073 3:000 13 PH

You sre here: Fobs Sponsorshin = Fole Spdrendip Peebss = Aooaut Fag Hortion

on Iniformation

Frogras Samice: CIPF

Enle: Frimary SgareiCaraukan:

Thes Tedbradrng wfoaoamion wiek ernensd b o COR wser on ywour behall. Flease redew and mabke gy madficatons before coimpkeing wour profde informaton. Felds
adth Asreriks M e reopsred fdds

Part |: User Infonmstson

Unnr O+ JOHKDCEOPFTRAC
Frafix Hr

Frat Hara® Ichni

Middw Iraiial

Laak: M wma® Cian

Sulfix

Pt 2 Dwgamization Infaimation

(% Slecr 4 Currene O rg s izt on
 Reouest o 0dd an Crganizanan

Seled a Current OF Qani Zarion

Salact an organizatian from tha drapdown ing

CDX User Guide CSPP Workflow 62



Exhibit 8-12: Role Sponsorship Information — Select a Current Organization (Scroll 2)

The following information was entered by a CDX user on your behalf. Please review and make any modifications before completing your profile information. Fields

with asterisks (%) indicate required fields.

Part 1: User Information

User D JOHNDOEQPPTPRALC
Prefix Mr

First Mame® Jlohn

Middle Initial

Last Marne® Doe

Suffix

Drganization Information

® Select a Current Organization
O FEequest to Add an Organization

Select a Current Organization

Select an organization from the dropdown list,

EPA Home | About

Contact Us
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The following exhibit shows a screen capture of a Primary Agent/Consultant user requesting to

add an organization in the ‘Role Sponsorship Information — Request to Add an Organization’
screen:

Exhibit 8-13: Role Sponsorship Information — Request to Add an Organization

The following information was entered by a CD¥ user on your behalf. Please review and make any modifications before completing your profile infarmation. Fields
with asterisks () indicate required fields.

Part 1: User Information

User 1T JOHMDOEQPPTRALC
Prefix Mr

First Mame® John

Middle Initial

Last Marne® Doe

Suffizx

Part 2: Organization Information

O select a Current Organization
® FEequest to Add an Organization

Search for your anganization using the text box below. You may search by entering the Organization Mame or the Onganization [D.

EPA Home | About
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After adding an organization, an email will be sent to the sponsoring Authorized Official to
indicate that the Agent/Consultant sponsorship requires approval. As an AO, click the ‘review
this sponsorship’ link within the email and log into your CDX account.

The following exhibit shows a screen capture of the ‘CDX Role Sponsorship Request’ email that
the AO receives to review the Agent/Consultant’s sponsorship request:

Exhibit 8-14: CDX Role Sponsorship Request Email — Authorized Official Reviews
Sponsorship Request

"D‘u' = @ ¥ 5 Central Data Exchange Sponsorship Request - = X

/ Messages Develaper

L DI XD D P | e B ¥R %.

Reply Reply Forward || Delete Moveto Create Other Block Mat luni Categorize Follow Mark as
to All Folder= Rule Adions~ | Sender > Up =~ Unread
Respond Actions Junk E-mail \F Ciptions {F] Find
From: helpdesk @epacdx.net Sent:  Wed 4/10,2013 4:03 PM
Ta:
G
Subject: Central Data Exchange Sponsorship Request
@@SECONDARY FULL NAME @ @ with registered email address @ @SECONDARY EMAIL@ @ is requesting vour =
sponsorship for the following @ @SECONDARY ROLE@ @ role.
Contact Organization: @ @SECONDARY ORGANIZATIONG @
Program Service: @ @PROGRAM SERVICE @ @
Role: @ @SECONDARY ROLE@ @
Additional Info: @ @PROGRAMID., if applicable@ @
You mav review this sponsorship request and follow the instructions after being redirected to the CDX application.
You mav cancel this sponsorship request.
Please do not reply to this message. If vou have questions conceming this message. vou mav contact CDX Help Desk by email 3
at helpdesk@ epacdx net or by calling the CDX Technical Support Staff through our toll free telephone support on 888-890-1993
between Mondav through Friday from £:00 am to 6:00 pm ESTEDT. For callers from Puerto Rico and Guam, the CDX Help
Desk can also be reached at (270) 494-3500.
CDX Registration Homepage
https: 'dev.epacdxnet
United States Environmental Protection Agency - Central Data Exchange
v
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The following exhibit shows a screen capture of an AO logging into an existing account to
review the role sponsorship request in the ‘Role Sponsorship Login’ screen:

Exhibit 8-15: Role Sponsorship Login

LR Hainie AbsiA LW Hefosl RensUscEments T T i
Role Sponsorship Process 1 ortac Lin

Waew are Beeves Bole Spardardio

Sy s ship Inform n

Email: Jchn Dcadtmat cam

Organizatsse Some Carpaaratian 123 Man 5, Fafas, W LG 330335

Program Lervsce: bmmmcne {or Ch | Lafaty wnd P Pragrams

[T Frmary fgankiCaraukant

&, PR W P R REBESTING wir sponsorship Tor the nake sl

Hoptds o pdrisvecs Bmiesr oF At d s stance with the sponsorship process, please oal the GO Help Desk rol-fres Bnes on SE2-A00-129%5 (2700 4245500 for
calers Tram Pusma Rioo gad Cusm

L M T @i saimg accomm

Lhsr I
JIHHDOEQFPTAD

P
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The next step is for the AO to indicate which role the sponsoring user will select to use as a
sponsor for this request. Select the appropriate user role from the ‘Role’ drop-down menu, enter
a facility ID (if applicable), and click the ‘Approve’ button to approve the role sponsorship
request.

The following exhibit shows a screen capture of the AO selecting a user role to sponsor the
Agent/Consultant under in the ‘Role Sponsorship — Role Information’ screen:

Exhibit 8-16: Role Sponsorship — Role Information

CIRE Hame Ahzmf CINE  Recesl Bensuscemenis: Terms 3nd Cendions [l Help

Role Sponsarship Process [ ooz L
Lant Login: 20 11,2013% 2:21:35 FA

Wem arm Bamra- Fols raar “Hala Sponecrabip Eesew

SpEonsarship InTor mation

Email: Johin Dlps @resn caim
DI an iz arses Some Corperarin 123 Man St Fedas, W8 LE 22033)
Program Servee: Sulmons Tor Chemicyl Safery and Pestcide Progrems

Friem ity gt T e A

Role Informarion

{or you o ap the CO rale sbowe. Plasss seiect the rols yau wish to use an & spamar far this recpust

Privary Stharized DMclal =

Chek Tegrch EFA Faclioes ar anner Nioom kit 25p

R Saurch Facisies |

A rescumnt wan oubmatied Far gau ta sponece & COX rale. Yau may choase ta Sppraww ar Aaject thin recumi by makng the apprapnsta seisston below:
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The following exhibits shows the screen captures of information that the AO must provide in the
‘Role Sponsorship — Registration Information Review’ screens:

Exhibit 8-17: Role Sponsorship — Registration Information Review (Scroll 1)

GEPA ..o s B ¢ ) &

] Koot TITH Recern Ansoen: emesls Fere= aed Cosddisns FEDO= HLIH Ly ourl

Role Sponsorship Process Edramar Us
Lt Logme 977171/2073 3:21:35 PH

Tou are here: I tip * Eole Spanmanhip Ravers = Aocaunt Esgnirston

Regisiration Informarion

Fragesss Senvioe CIPF

Rale: Frimary Qurhorized iy

Tre mior WL by & COE wiar anvaur behall. Fisass redsw and maka sny madi bafara vaur prafis infarmaton. Falkde
wath artermks ] ndeats recuresd Aeids

Part 1 Wher Infonmation

The program yau ara regriermeg far requrss addiicnal prack af danity. Lstar in the regnirston pracess yau will B green tha option to use Laxinklaxe, an

idaniiy preaing mnace Laxiaklaxs sl pull yaur {ret, middia and lart narsa ex sty @t w ankarad on thin page
ser ¥ JOHHDDEDPFT &0

Prefin Wi

First hlaie® Johin

Wit e Il E

Lexr M v e Dwie

%l

Fart : Ovganization Information

Some Corpsration

Mailing fiddress
123 Main 51
Fairta, Vo, U5
22033

L ' EE R I Mankare inf.
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Exhibit 8-18: Role Sponsorship — Registration Information Review (Scroll 2)

First Marme® John
Middle Initial E
Last Marne® Doe
Suffizx

Part 2: Organization Information

Some Corporation

Mailing Address
123 Main 5t
Fairfax, WA, Us
22033

Provide Additional Contact Information:

Ernail * John.Doe@test.com

Phone Murmber *

Phone Mumber Ext

Fax Mumber

Submit Request far £

CDx Help De 0-1995 | {370} 494-5500 for callers frorm Puerto Rico and CGuarn

EPA Hame | About CDX sked Questions | Privacy and Security Motice | Terms and Conditions | Contact Us

8.4  Registration Information

The ‘Registration Information’ screen collects the following information for a Primary
Agent/Consultant with the CSPP program service to create login information. The fields are as
follows on this page:

e User ID (required)

o Title (required)

e First Name (required)

e Middle Initial

e Last Name (required)

e Suffix

e Password (required)

e Re-type Password (required)

e Security Question 1 (required
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e Security Answer 1 (required)
e Security Question 2 (required)
e Security Answer 2 (required)
e Security Question 3 (required)

e Security Answer 3 (required)

The user will also identify the organization that the Agent/Consultant will be searching under.
Enter in the appropriate organization information and click the ‘Submit Request for Access’
button to navigate to the ‘MyCDX’ page with the Agent/Consultant user role.

The following exhibits show the screen captures of an Agent/Consultant creating a new account
within CDX.
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The following exhibits show the screen captures for the ‘Registration Information’ screen:

Exhibit 8-19: Registration Information (Scroll 1)

LK Hiisa Rl LUK HECET ANSdehit oSasls TS G LSl e Hisp

Role Sponsorship Process | Caneact s

You are here: ok Spoasorshin = Bole Sparearhio Ressss = Sooout F e B0t on

Regisration Information

Frogras Seraice: CIPF

Enle: Frmary SgarkCaraukare

Thoe Todbrad g if oo n wes enoered by & CO0 wper an o behatl, Flease redew ond make sy rod@icaions before completng ywour profie informadon. Feelds
wdth Astereks ¥ mdacare recpired Nidds

Part |: User Infommastson

Uner D * IBser WP fnay ot e blask
Tew * M |

First Rames ™

1S [T

Legix Mo *

Suifin w

Fanrwsard *

En-typn Pamwrrd *

Smsunty Qumsben 1% W
Seunny Duestion ¢ =
Smsunty Qumsbon 5 W
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Exhibit 8-20: Registration Information (Scroll 2)

User D" User ID may not be blank.
Title Mr (v

First Marne *

Middle Initial

Last Marne ¥

Suffix ]

Password ¥

Fe-type Password *

Security Question 1% M
Security Question 2 % M
Security Question 3 % M

Part 2: Organization Information

Search for your anganization using the text box below. You may search by entering the Organization Marme or the Organization 1D,

Search

Back

841 Part 1: User Information

The ‘MyCDX’ page displays the new user role under the CSPP program service (see Exhibit
8-21):

e User ID (required)

e Title (required)

e First Name (required)

e Middle Initial

e Last Name (required)

e Suffix

e Password (required)

e Re-type Password (required)

e Security Question 1 (required)
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e Security Answer 1 (required)
e Security Question 2 (required)
e Security Answer 2 (required)
e Security Question 3 (required)
e Security Answer 3 (required)

A ‘Description of Fields’ link is also displayed if any clarification is needed for the required

fields. You can click the hyperlink, which will display a pop-up with an overview of the fields.

Please note that the user ID and password information may be requested for re-authentication
with features throughout CDX including any submission processes within your specific CDX
application. The ‘Security Question” and ‘Security Answer’ fields are also used for re-
authentication in the event you forget your password and need to reset it.

When creating a user ID, it must abide by the following rules:

e Must be at least & characters

¢ No special characters may be used with the exception of © ,” ‘@, and .

When creating a password, it must abide by the following rules:

e Must be at least 8 characters

e Must be no more than 15 characters

e Must contain one uppercase letter, one lowercase letter, and one number
e May not begin with a number

e May not be the same as your user ID

e May not contain the word ‘Password’

e May not contain any special characters or spaces

e Must be changed every 90 days
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The following exhibit shows the screen capture for the ‘MyCDX’ screen for a Primary
Agent/Consultant:

Exhibit 8-21: MyCDX - Primary Agent/Consultant User Role
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8.4.2 Part 2: Organization Information

The ‘Organization Information’ section collects the following information (see Exhibit 4-15 and
Exhibit 4-19):

¢ Organization Name (required)

e Mailing Address 1 (required)

e Mailing Address 2

e City (required)

o State/Province (required)

e Zip Code/Postal Code (required)

e Country (required)

e Email (required)

e Re-enter Email (required)

e Phone Number (required)

e Phone Number Extension

e Fax Number

Unlike the previous system, the new CDX system requires you to search for your organization
before you are able to create a new organization. You are first asked to do a simple search (see
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Exhibit 4-15). From the simple search you will be able to search by entering the ‘Organization
Name’ or the ‘Organization ID.” The matching search results will be returned in a table
displaying the ‘Organization ID,” ‘Organization Name,’ ‘Address,” ‘City,” ‘State,” and
‘ZIP/Postal Code’ (see Exhibit 4-16). If the simple search returns too many results, you may use
the advanced search option (see Exhibit 4-17 and Exhibit 4-18) or choose to search again. You
may also choose to create an organization from a link below the search results (see Exhibit
4-20). You will need to click the ‘Organization ID’ link to select your organization. Once an
organization has been selected or created, you will be required to enter an email address and
phone number, with the option of entering a phone number extension or fax number (see Exhibit
4-19 and Exhibit 4-20).

The search results will only display organizations that have been previously verified by an
RMAM, LexisNexis or a help desk user. Organizations that have not been verified can be
searched for by using the organization ID.

The first organization a user adds will be set as the primary organization. The primary
organization is important because it indicates the user’s primary email address in CDX. The
primary organization can be changed within CDX registration information at any time.
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The following exhibit shows the screen capture for the ‘Organization Information’ section
Exhibit 8-22: Organization Information
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9 Multiple Authorized Official Functionality

In all CSPP applications, AOs that register under the same organization name in CDX can view
all forms and submissions belonging to that organization on the ‘Forms’ screen within an
application.

9.1 Multiple AO Functionality

The multiple AO functionality means that all AOs registered under the same organization name
are able to view all forms and submissions created by other AOs under that organization name.
Organization names are not case-sensitive, however spacing and abbreviation in an organization
name are considered. Although users from the same company may be able to view forms created
and submitted by other users under the same organization name, all forms will still require a
passphrase to be accessed.
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10 Additional Verification

Once you have entered registration information and activated the user account, you may be asked
to enter additional information based on the program service and role you chose. After you log in
to CDX from the activation link, you will be redirected to the screens for the additional
information required for your role.

10.1 Identity Verification Process

When applicable, you will be given the option to use the electronic identity verification process
(see Exhibit 10-1). The CDX registration process provides an identity verification service called
LexisNexis, which is a third-party service that verifies the user's identity. If you choose to
proceed with the electronic verification process, you must click the ‘Proceed to Verification’
button.

The LexisNexis service will launch a new window, which navigates a user away from CDX to
collect additional Personally Identifiable Information (PII) that CDX does not store or use. If you
choose not to utilize LexisNexis and click the ‘Sign Paper Form’ link (see Exhibit 10-5), CDX
will proceed to the existing paper processing option and instruct you to print, sign, and mail any
identity proofing documentation.

Based on the role provisioning, the LexisNexis Data Collection window will either display the
user and organization information collected by CDX, which is not editable (see Exhibit 10-2), or
display fields for a user to enter PII information in (Exhibit 10-3). The window also displays text
fields in which you must provide the necessary PII for LexisNexis to complete the identity
validation.

After submitting the information, you will be redirected back to CDX where the validation
results will be given (see Exhibit 10-4).

After navigating back to CDX from LexisNexis, one of the following four scenarios will occur:

1. You successfully validate to the minimum standards. After clicking the ‘Continue’
button, the system will direct you to set your 20-5-1 questions and allow you to
electronically sign the ESA (see Section 10.2.1).

2. You unsuccessfully validate to the minimum standards after clicking the ‘Continue’
button. If your user identity proofing failed, you can only sign the paper ESA. If the
organization or user-organization association fails, then you have up to five (5) times to
improve your score for validation (see Exhibit 8-6). You will only be able to make edits
to your organization information. If you fail more than 5 times, you will be taken to the
paper ESA.

3. You choose to sign the paper ESA by clicking the ‘Continue’ button without submitting
the LexisNexis form and selecting the paper ESA link (see Exhibit 10-5).

4. You choose to discontinue the registration process by clicking the ‘Cancel’ button on the
‘Additional Verification’ screen (see Exhibit 10-1). You will be sent the paper ESA in
your MyCDX inbox. You must contact the CDX helpdesk for further information to
obtain access to the program role requested.
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The following exhibit shows the screen capture for the ‘Additional Verification’ screen:
Exhibit 10-1: Additional Verification
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The following exhibit shows the screen capture for the user and organization ‘LexisNexis Data

Collection’ screen:
Exhibit 10-2: LexisNexis Data Collection
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About LexisMexis | Privacy Policy
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The following exhibit shows the screen capture for the ‘LexisNexis Data Collection’ screen for a

user:
Exhibit 10-3: LexisNexis Data Collection
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The following exhibit shows the screen capture for the ‘LexisNexis Results’ screen:
Exhibit 10-4: LexisNexis Results
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The following exhibits show the screen captures for the LexisNexis results when a user does not
continue with LexisNexis verification:

Exhibit 10-5: LexisNexis Continuing without Verification
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10.2 CDX Electronic Signature Agreement (ESA)

Terrmis wd CondEions | Concact s

Some roles require a user to have an ESA. If you do not have a current ESA, you will be
prompted to sign an ESA, which can be signed electronically or manually. The following
sections provide more detail about each option. If a user has signed an ESA for either the TSCA
or TRI program service/workflow, the existing ESA may be reused for the CSPPworkflow.
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10.2.1 Electronic CDX Electronic Signature Agreement (ESA)

Applicable only to some roles, CDX provides twenty questions to choose from which will help
validate your identity. You will be prompted to enter Cross-Media Electronic Reporting
Regulation (CROMERR) questions after you have successfully passed LexisNexis identity
proofing or have been approved via the help desk.

You will choose five questions and provide answers for each. You will not be allowed to select
and provide duplicate questions or answers. The questions that you select should be easy for you
to remember, but difficult for someone else to guess. You will be required to answer one of these
five questions upon submitting any forms that utilize the CROMERR widget for electronic
signatures. You will be prompted with a question randomly chosen by the system during the
signing process.

If you pass LexisNexis validation and choose to sign the ESA electronically, the system will
verify that the CROMERR 20-5-1 questions and answers have been set. If the questions and
answers were previously set, you will be directed to a page to view the ESA. If these have not
been set, you will be directed to a page to provide five questions and answers before proceeding
to the ESA page (see Exhibit 10-8 and Exhibit 10-9). The questions must be completed before
you can electronically sign the CDX (or flow-specific) ESA or sponsor letter. You must click the
‘Save Answers’ button after providing the questions and answers. You will receive an email
confirmation of your 20-5-1 questions to both your personal email and MyCDX inbox.

After you complete the 20-5-1 question process, review the ESA, and click the ‘Sign
Electronically’ button, the system will launch the CDX CROMERR widget. As part of the CDX
CROMERR widget process, you will be required to re-validate your user ID and password,
provide the answer to one of the 20-5-1 questions, and officially sign the ESA (see Exhibit 10-9,
Exhibit 10-10, and Exhibit 10-11).

When you officially sign the ESA, a copy of the ESA, along with your electronic signature, is
stored in the CDX CROMERR archives. A copy of the ESA is also sent to your MyCDX inbox.

If you choose the paper ESA process, the questions will not be displayed in CDX until your
program service role has been activated. After your role has been activated, you will be
prompted to provide your questions and answers before being able to navigate to the ‘MyCDX’
landing page.
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The following exhibit shows the screen capture for the ‘CROMERR 20-5-1 Question and
Answer’ on the ‘eSIG-PIN Entry’ screen:

Exhibit 10-8: eSIG-PIN Entry CROMERR 20-5-1 Question/Answer
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The following exhibit shows the screen capture for the ‘Electronic CDX ESA’ screen:

Exhibit 10-9: Electronic CDX ESA
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The following exhibits show the screen captures for the ‘CROMERR eSignature Widget’
screens:

Exhibit 10-10: CROMERR eSignature Widget (Screen 1)
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Exhibit 10-11: CROMERR eSignature Widget (Screen 2)
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10.2.2 Paper ESA

If you do not wish to leverage the LexisNexis process or are unable to be properly validated to
meet the minimum requirements for the program, you will be required to follow the existing
paper ESA process. The paper process allows you to print the ESA, provide a wet ink signature,
and mail the signed ESA to EPA. A copy of the ESA form will be saved in your CDX ‘Inbox’
for future reference and reprinting.
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The following exhibit shows the screen capture for the ‘Paper CDX ESA’ screen:
Exhibit 10-12: Paper CDX ESA
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10.3 RMAM Approval

For some program service roles, a user must wait for a program RMAM, an individual
responsible for the approval of program service role access requests, to grant access to the role.
In this case, the user will not be able to do anything beyond entering registration information. If
you have any issues waiting for the approval, you will need to reach out to the point of contact
for the program service.

10.4 Registration Notifications

After completing the registration process, you will receive confirmation of successful registration
(see Exhibit 10-13). If you choose the paper ESA option, you will receive a confirmation email
when your role has been approved (see Exhibit 10-13).
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The following exhibits show the screen captures for the ‘CDX Registration Status Change’
emails:

Exhibit 10-13: CDX Registration — Registration Status Change Email
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Exhibit 10-14: CDX Role Status Change Email
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11 Managing User and Organization Information

Once you have entered registration information and activated the user account, you may perform
various functions such as adding additional organizations to a username, modifying user
information, or adding additional program services to a username.

11.1  Managing Organization Information

If necessary, a user is able to add additional organizations that may be associated with a
username. The new organization will then be added to the ‘Organization Details’ section. During
subsequent logins, a user will be able to select the organization for which they would like to
submit forms.

To add additional organizations to a username, click the ‘Modify User / Organization
Information’ button on the ‘My Profile’ tab that displays after logging in. A user can then choose
to either search for an existing organization to add or request a new organization to be added. If a
user chooses to add a new organization, populate the required organization contact information
and click the ‘Submit Request for Access’ button.

The additional organization then displays in the ‘Organization Details’ section of the ‘My
Profile’ page.
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The following exhibit shows the screen capture for the ‘My Profile’ screen:
Exhibit 11-1: My Profile
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The following exhibit shows the screen capture for the user and organization ‘User Information
and Organization Information’ screen:
Exhibit 11-2: User Information and Organization Information
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The following exhibit shows the screen capture for the ‘Organization Information’ section of the

‘User Information and Organization Information’ screen:
Exhibit 11-3: Organization Information

Part 3: Organazation Information
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ZIP Code
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T CARETL TRgimn Fussm D Ko and §
LOAIacT

sy &

Can'’t ind your cepanraiiant Use advenced march or requnt that we add your arganicaton
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The following exhibit shows the screen capture for the ‘Adding Organization Information’
screen:

Exhibit 11-4: Adding Organization Information

Part 2 Orgarccation Detaily
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The following exhibit shows the screen capture for the ‘Managing Organization Information’
screen for an additional organization that a user has added:

Exhibit 11-5: Managing Organization Information

EogEpnd inlarmpnan B e ked el an e rerisk s
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(i

1500 I mBern from Puaria R ko end Cusn
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11.2 Managing Program Services

Users may need to submit forms under several different program services. The following
sections provide more details regarding how multiple program services can be added.

11.2.1 Adding Program Services

If necessary, a user may add additional program services for organizations under which a user is
registered, including any associated roles that are appropriate for that specific program service.
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You may add a program service (see Exhibit 11-6, Exhibit 11-7, Exhibit 11-8, Exhibit 11-9,
Exhibit 11-10, Exhibit 11-11, Exhibit 11-12, and Exhibit 11-13) and associate a program
service with a current organization or a new organization.

Applicable only to some roles, CDX provides twenty questions to choose from which will help
validate your identity. You will be prompted to enter CROMERR questions after you have
successfully passed LexisNexis identity proofing or have been approved via the help desk.

You will choose five questions and provide answers for each. You will not be allowed to select
and enter duplicate questions or answers. The questions that you select should be easy for you to
remember, but difficult for someone else to guess. You will be required to answer one of these
five questions upon submitting any forms that utilize the CROMERR widget for electronic
signatures. You will be prompted with a question randomly chosen by the system during the
signing process.

If you pass LexisNexis validation and choose to sign the ESA electronically, the system will
verify that the CROMERR 20-5-1 questions and answers have been set. If the questions and
answers were previously set, you will be directed to a page to view the ESA. If these have not
been set, you will be directed to a page to provide five questions and answers before proceeding
to the ESA page (see Exhibit 10-8 and Exhibit 10-9). The questions must be completed before
you can electronically sign the CDX (or flow-specific) ESA or sponsor letter. You must click the
‘Save Answers’ button after providing the questions and answers. You will receive an email
confirmation of your 20-5-1 questions to both your personal email and CDX inbox.

After you complete the 20-5-1 questions process, review the ESA, and click the ‘Sign
Electronically’ button, the system will launch the CDX CROMERR widget. As part of the CDX
CROMERR widget process, you will be required to re-validate your user ID and password,
provide the answer to one of the questions, and officially sign the ESA (see Exhibit 10-9,
Exhibit 10-10, and Exhibit 10-11).

When you officially sign the ESA, a copy of the ESA, along with your electronic signature, is
stored in the CDX CROMERR archives. A copy of the ESA is also sent to your CDX inbox.

If you choose the paper ESA process, the questions will not be displayed in CDX until your
program service role has been activated. After your role has been activated, you will be
prompted to provide your questions and answers before being able to navigate to the ‘MyCDX’
landing page.
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Exhibit 11-6: MyCDX Page

1E1  [Log out)

Legpad in mn J0HM WYTROE

The following exhibit shows the screen capture for the ‘MyCDX Page’ screen:
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The following exhibit shows the screen capture for the ‘Manage Program Services’ screen:
Exhibit 11-7: Manage Program Services

TermmEnd Condmans  FAQS  Help

e CDX
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The following exhibits show the screen captures for the ‘Request Program Service’ process

SCreens:

Exhibit 11-8: Request Program Service (Scroll 1)
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CEDR: Compliance and Emisviona Data Reporting interface
CROMERRLive Tesn: CROMERR Live Tesving Urilivy

CROMERRSy bamitMow: T ROMERR Submit Mow

CROMERRTEST: CROMERR Test Sandbios
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11.2.2 Request Role Access

After selecting the program service to which you would like to associate your username, the next
step will be to select the appropriate user role to associate with the program service and to
manage any facilities associated with the program service, if necessary.
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The following exhibit shows the screen capture for the ‘Request Role Access’ screen:
Exhibit 11-10: Request Role Access
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The following exhibit shows the screen capture for the ‘Organization Information’ screen:
Exhibit 11-11: Organization Information

Haalp

i A
Fritis

Tia i i L0l L3I

PO A Padal Frl DT el

ADDaL L0

IR Heved
Edit Account Profile
1. Regyim 3 Progiais Serice o 2, Bpsgoesi Rode Access B 3 i AR EY
Repistration inforration
Program Sowvice lutnnnions far Chemcal Safsty and Fesbcide Progrerm

Roix Frmasy Authaonzss CFlical

Provdle O gam gatadn Tietails

® Caplwes @ Cormemt O pandzation
Fagums to Asd an Orgenizaion

Select @ Cuwrent Organication
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The following exhibit shows the screen capture for the ‘Electronic Signature Agreement’ screen:
Exhibit 11-12: Electronic Signature Agreement
EPA ..... B o- b ). &

CDX Home About CDX 3 FAQs S d in as JOHNNYDOE3 (Log out)

[ Contact Us

CDX Registration:- Additional Verification

1. Identity verification Electronic nature Agreeme

Electronic CDX Electronic Signature Agreement

Last Login: 12/4,/2012 8:25:55 FM

The CDX electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA
you agree to adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt
information for your data flow. For any questions regarding the CDX ESA please contact the CDX Help Desk.

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credenfial 1ssued by the U.S. Environmental Protection Agency (EPA) to sign electronic documents
submitted to EPA's Central Data Exchange (CDX), and as a representative for:

Electronic Signature Holder Company Information
Organization Natme: Doe Company
Address: 123 Test Street
City, State, Zip: Richmond, VA 23112
Province:
Country: uUs
Phone Number: (355) 897-3309
E-mail Address: jdoe@doe_com
Registrant's Name: Mr Johnny Doe
CDX User Name: JOHNNYDOE3

Sign Electronically

CDX Help Desk: 888-890-1995 | (370) 434-5500 for callers from Puerto Rico and Guam

EPA Home | About COX | Frequently Asked Questions | Privacy and Security Motice | Terms and Conditions | Contact Us
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The following exhibit shows the screen capture for the ‘Manage Program Services’ screen with
the new program service added:

Exhibit 11-13: Manage Program Services

FEPA o . CDY
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The following exhibit shows the screen capture for the ‘Application Profile Settings’ screen that
is displayed after a user selects a role that they are registered for under a program service, but has
the option to choose from multiple organizations:

Exhibit 11-14: Application Profile Settings

Application Profile Sermings

Employar § Organicsaon
Mame

e o0 [ T w
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Program TIFP
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12  Logging in to CDX for Migrated Users

For users who were registered in CDX before the updates, logging in will behave in the same

manner. You can log into CDX by navigating to the CDX homepage, entering your user

credentials established during registration, and clicking the ‘Log in’ button in the top right corner

of the screen (see Exhibit 12-1).
The following exhibit shows the screen capture for the ‘CDX Homepage’ screen:
Exhibit 12-1: CDX Homepage
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Irciuidrag L adforoa e, oo & OF Led OF Chiks © Ogscear = yal e By drey pes oy wh etk autharioed of undiabeos ized, CoPelic Ut COREENE 10 Chisk

LEr IV
Priwacy Suatement
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12.1 Selecting Security Questions

After you log into the updated CDX system for the first time using an account that was created

before October 1, 2012, you will be prompted to select three security questions that will replace
the secret question and secret answer in the legacy CDX system. The security questions will be

used to help verify your identity for when you contact the CDX help desk (see Exhibit 12-2).

The following exhibit shows the screen capture for the ‘Security Questions’ screen:
Exhibit 12-2: Security Questions

e CDX

i P S | I TR S s and Lamdl lbams R Help Logged in a= CGTESTUSERID “-W 'IZ".!:I

Central Data Exchange

Lawt Legin: 811 (20012 23137 PM

COX User AcCount Securnity Quest ion Selup

g =trangthen the securiy meazures for your Central Dats Eschange (COX) user pocount, please provide three (3] ssourity questions, These quastiors vil b
y=esd to aszist you with ary account mensgement sdiviies (e, resstfing your OO0 pessvand or conteding the COX help desk)

ZELur ity Question 1* Whiat wirs yiour childhood nicknames w | |rest

Serurity Cuestion 2 what =ireet clid you live on inthird grsde” W |re=t

Seturivy Juestion Irvwhar city doses your meardst sibilieg e -

CX Primary Organizat ion Setup

YoLr primary orgend zation is o =pleyed below. 'fou will receiue CO8 sk em nok ) Acations. to the email sddress gasoci gted with this primary organization,
Wit ey wiew grwcl'or modify chis information within your MyC 0 prodile,

Drganazation Mame (10§
o T |

Manlirng Address

173 BBINET

FAIRF&N, VA, 2200

LE

COX Halp Dank: AAE-E30- 1 58S | (270 494-55010 for callrs from Fusrie Rico ard Susm

12.2 Selecting Primary Organization

The updated system requires the user to have a primary organization that will act as the primary
point of contact for users for any generic CDX information. If you only have one organization
that you are associated with, the system will automatically assign that one as your primary
organization (see Exhibit 12-3). If you have multiple organizations that you are associated with,
you will be required to select the primary organization from a drop-down menu (see Exhibit
12-4). The drop-down menu will list all of the organizations tied to your account.
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The following exhibits show the screen captures for selecting the ‘Primary Organization’
screens:

Exhibit 12-3: Primary Organization — Single Organization

leane and Leamilibems

Central Data Exchange
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Exhibit 12-4: Primary Organization — Multiple Organizations
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12.3 Resetting Password

The modernized CDX system will follow the same policies as the legacy CDX system (pre-
October 1, 2012). If you log into the system without having updated an expired password
(passwords expire every 90 days), you will be prompted to change your password after you have
selected security questions and a primary organization (see Exhibit 12-5). Please note that you
will not be able to reuse previous passwords. After you update your password, and click the
‘Submit’ button, you will be sent a confirmation email and be taken to ‘MyCDX’ page.
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The following exhibit shows the screen capture for changing a password in the ‘Password
Expiration Reset’ screen:

Exhibit 12-5: Password Expiration Reset

e CDX

Logged in as CIITETUEERTD (Log o)

Central Data Exchange ER ot U
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Change System Password
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13 Logging in to CDX for Returning Users

You can log into CDX by navigating to the CDX homepage, entering your user credentials
established during registration, and clicking the ‘Log in’ button in the top right corner of the
screen (see Exhibit 13-1). You will only be allowed three failed login attempts before locking

your account. For issues regarding a forgotten password, please refer to the ‘Reset Password’

portion of this guide (see Section 13.1).
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The following exhibit shows the screen capture for the ‘CDX Homepage’ screen:
Exhibit 13-1: CDX Homepage
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13.1 Reset Password

In the event that you forget your password, a ‘Forgot your password?’ link is available on the
‘CDX Homepage’ (see Exhibit 13-2) and on the ‘Login’ screen.

The ‘Forgot Password?’ link directs you to the ‘Password Reset’ screen (see Exhibit 13-3)
where you are asked to enter your registered email address and user ID; the user ID and primary
email address must match. After you submit your user ID and email address, the system will
verify the credentials and you will be prompted to provide an answer to one of the three security
questions previously set during the registration process (see Exhibit 13-4). You will be provided
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with three chances to provide your secret answer. After three incorrect attempts, your account
will be locked and you will be required to contact the CDX Helpdesk to access your account.

After you click the ‘Submit’ button to confirm your password reset request, a screen will appear
confirming that your account has been reset to allow you to create a new password (see Exhibit
13-5). An email will also be sent to your primary email address used during the password reset
process. The system-generated email will contain a link, which will direct you to a screen
allowing you to create a new password (see Exhibit 13-6).

Click the link located in the email to navigate to the ‘Change System Password’ screen. Once
you have clicked the link in the email, the reset code will no longer be valid. Navigating away
from this screen will require you to go through the password reset process again. Once on the
‘Change System Password’ screen, enter a new password in the ‘New Password’ text field and
retype it into the ‘Re-enter New Password’ text field (see Exhibit 13-7). Click the ‘Submit’
button to navigate back to the main ‘MyCDX’ screen.

The following exhibit shows the screen capture for the ‘Forgot your password?’ link on the
‘Login’ screen:

Exhibit 13-2: Login Screen/Forgot Password Link

[ contact Us

Log in to CDX

Fa ot

Log In  Register with CDX
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The following exhibits show the screen captures for the ‘Password Reset’ screens:

Exhibit 13-3: Password Reset (Screen 1)
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The following exhibit shows the screen capture for the ‘Password Reset’ confirmation screen:

Exhibit 13-5: Password Reset Confirmation
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The following exhibit shows the screen capture for the ‘Password Reset Confirmation’ email:

Exhibit 13-6: Password Reset Confirmation Email
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The following exhibit shows the screen capture for the ‘Change System Password’ screen:

Exhibit 13-7: Change System Password
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14  MyCDX Overview

The following section covers the management of account information for existing users. You
must log into CDX to navigate to the ‘MyCDX’ screen. From this page, you can change
information related to your user account, profile, program, and organization.

14.1 MyCDX

‘MyCDX is the landing page for all users upon logging into CDX. Through this central location,
the tool provides standard and role-based functionalities to enhance each user’s productivity. To
optimize the user experience, the dashboard has a tabbed navigation structure that allows you to
view and perform routine tasks with a few mouse clicks. The core tabs that are visible to all
registered users are ‘MyCDX,’ ‘Inbox,” ‘My Profile,” and ‘Submission History.’

The ‘MyCDX’ tab displays two sections: services and system-generated messaging for user
interaction with registered programs and notification.

The following exhibit shows the screen capture for the ‘MyCDX Homepage’ screen:
Exhibit 14-1: MyCDX Homepage
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14.1.1 News and Updates

The ‘MyCDX tab provides system-wide and program-specific alerts, news, and updates to
inform users about upcoming or ongoing activities within CDX (see Exhibit 14-1). Messages
displayed in this section will be sorted in reverse chronology driven by a start and end date to
prevent lists from becoming too long. In instances where a message does not have an end date, it
will remain on the list. You can view older messages by clicking a hyperlink that displays a list
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of those messages. Users with pending account creations will be able to view program-specific
messages. The system-generated messages include, but are not limited to, the following:

e System outages
e Password expiration countdown
e User account validation

¢ Program-specific notifications
14.1.2 Services

To access a program, you must click the desired hyperlink in the ‘Role(s)’ column. The list of
programs in the ‘Role(s)’ column accommodates instances where you have multiple roles for one

program. The role may be ‘Awaiting Approval’ ( j), ‘Awaiting Digital Signature Agreement

(DSA) Approval® ( ), ‘Awaiting ESA Approval’ (4;1 ), or ‘Active’ ( 8 ). Icons in the ‘Status’
column will provide the additional information for a particular role. A hover message displays
the icon meaning.

Only roles that are ‘Active’ will be hyperlinked.

14.1.2.1 Manage Program Services

You can access the ‘Manage Program Services’ screen by clicking the hyperlink above the table
listing your program service roles on the ‘MyCDX tab (see Exhibit 14-2).

The ‘Manage Program Services’ link allows you view all of your roles in the system for your
specific organization as well as the current statuses of these roles (e.g., active, awaiting approval,
deactivated). You can also request to add new roles and program services to an existing
organization. If you want to add another organization, please refer to Section 14.3.2.

From this page, you will have the option to edit or deactivate the roles in the list. If you
deactivate a role in the list, you must provide confirmation in the pop-up window (see Exhibit
14-3). The ‘OK’ button will deactivate the chosen role. The ‘Cancel’ button will close the pop-
up box and no action will be taken. Once a role has been deactivated, it cannot be reactivated and
you will need to request to add the role to the program service again.

You may add another role for a program flow that you are already associated to by clicking the
‘Request New Role’ link next to the existing flow, which will take you to the screen seen below
(see Exhibit 14-4). You will be directed to additional information or verification screens if the
role requires them.

If you wish to add a new program service, click the ‘Add Program Service’ button. The addition
of a new program service will direct you to the ‘Request Program Service’ screen (see Exhibit
14-5). Here you will be required to select the program service you wish to add, similar to a new
registration (see Section 4.2 ). Following the program selection, you will be required to select the
role (see Section 4.3). You will be required to complete any additional verification processes if
necessary. This method may be used to register for another role for the current organization
which you are already registered under or a new organization. To add another role for a separate
organization, you have the option to add this on the ‘User/Organization’ page.

The following exhibit shows the screen capture for the ‘Manage Program Services’ screen:
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Exhibit 14-2: Manage Program Services
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The following exhibit shows the screen capture for the ‘Deactivation Confirmation’ pop-up
window:
Exhibit 14-3: Deactivation Confirmation Pop-up Window

B8 W SR WA W LD TR S Bl T
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The following exhibit shows the screen capture for the ‘Request a New Role’ screen:

Exhibit 14-4: Request A New Role
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The following exhibit shows the screen capture for the ‘Request Program Service’ screen:

Exhibit 14-5: Request Program Service
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The following exhibit shows the screen capture for the ‘Request Role Access’ screen:
Exhibit 14-6: Request Role Access
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The following exhibit shows the screen capture for the ‘Request New or Existing Organization’
section of the ‘Organization Information’ page:

Exhibit 14-7: Request New or Existing Organization
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14.1.2.2 Nomination

For specific program flows and/or roles, nomination of another user will be allowed. To access
the nomination process, you will need to click the ‘Nominate’ link displayed in the ‘View
Details’ column (see Exhibit 14-8). If the link is not present, the program/role does not allow
nomination. Clicking the link will take you to the ‘Nominate’ screen (see Exhibit 14-9). You
will be required to enter data about the user that you wish to nominate.

o Title (required)
e First Name (required)
e Middle Initial

e Last Name (required)
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e Suffix
e Email (required)

e Re-enter Email (required)

Under the ‘Program Information’ section, the program you selected will be populated and a
‘Select Role’ dropdown menu will be populated. You will need to select the role from the
dropdown menu to complete the nomination. The ‘Role’ dropdown menu will only display roles
that you have added to your profile, and roles that allow nominations.

Under the ‘Organization Information’ section, you will need to conduct an organization search,
similar to that used during registration (see Section 4.4.2). Once all required information has
been filled out and the nomination request has been submitted, you will be directed back to the
‘Manage Program Services’ screen.

The following exhibit shows the screen capture for the ‘Nominate’ link:
Exhibit 14-8: Nominate Link
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The following exhibit shows the screen capture for the ‘Nomination’ screen:
Exhibit 14-9: Nomination Screen
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14.2 CDX Inbox

Your CDX user inbox can be accessed via the tab on top of the ‘MyCDX’ user homepage. A
sample view of a user inbox can be seen below in Exhibit 14-10. To open an inbox item, click
the hyperlink in the ‘From’ column. Deleting a message can be done by clicking the checkbox
associated with the desired message and clicking the ‘Delete’ button. To select all, click the
header checkbox located in the grey header section. Attachments may also be downloaded by
opening the message and clicking the file link located within the inbox item.
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The following exhibit shows the screen capture for the ‘User Inbox’ screen:
Exhibit 14-10: User Inbox
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The items in the system ‘Inbox’ will be similar to those received at the email address you
provided during registration. While the message and title are subject to change, you can expect to
see some of the following messages in your CDX inbox:

e Subject: [Program Service Specific] ESA is attached — As part of the registration process
for some program services, you will be required to print and sign an ESA. A digital copy of
this form is available for download from this message in your user ‘Inbox.’

e Subject: eSIG-PIN Questions Answered — This message is to inform you that you have
successfully established your 20-5-1 question and answer sets. The email contains the five
questions you have chosen, but for security purposes, does not include your answers.

e Subject: You successfully signed a document — This message will appear after you have
successfully submitted a form. It informs you that you have successfully signed a form with
CROMERR.

14.3 My Profile

From the ‘MyCDX’ page, click the ‘My Profile’ tab to edit user and organization information
(see Exhibit 14-11). The ‘My Profile’ tab provides a view of the user and organization
information that you created during registration and any additional modifications or organization
information added after registration.

CDX User Guide CSPP Workflow 133



The following exhibit shows the screen capture for the ‘My Profile’ screen:
Exhibit 14-11: My Profile
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14.3.1 Modify User Information

To modify any of the user profile information, you must click the ‘Modify User / Organization
Information’ button. The page will display both sections and the user will have the ability to
modify all fields except the following user information fields (see Exhibit 14-12):

e User ID

e Prefix

e First Name

e Middle Initial
e Last Name

o Suffix

For changes to the above fields, you will need to contact the CDX Helpdesk. From this screen,
you will also be able to change your password by clicking the ‘Change Password’ link.
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Another feature on this page is the ability for you to request the deactivation of your entire user
account. When you deactivate an account, you will not be able to log into CDX using that user
ID. You must contact the help desk to reactivate a previously deactivated account and roles. To
deactivate your account you will need to provide your password (see Exhibit 14-13). Since
deactivating the user account deactivates all user roles and prevents the user from accessing
CDX, only the person who knows the password should be allowed to deactivate a user account.
This also prevents users from unintentionally deactivating an account.

The following exhibit shows the screen capture for the ‘Edit User Information’ section:

CDX User Guide CSPP Workflow 135



Exhibit 14-12: Edit User Information
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The following exhibit shows the screen capture for the ‘User Account Deactivation’ screen:

Exhibit 14-13: User Account Deactivation
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14.3.2 Modify Organization Information

The ‘My Profile’ screen described above also has the ‘Organization Details’ section seen below
in Exhibit 14-15. This section allows the user to edit current organization information and add
new organizations.

Within the ‘Organization Details’ section, you will see all the organizations to which you are
registered under. If you have more than one organization listed, you will be able to identify
which organization is flagged as your primary organization.

The ‘Organization Details’ section allows you to change information related to your
organization(s) (see Exhibit 14-16). You can navigate to this section by clicking the ‘Modify
User/Organization Information’ link. Changes can be made to each organization by clicking the
organization name, which will expand to reveal additional details. You can modify the following
fields:

e Phone Number (required)

e Phone Number Extension
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e Fax Number

Please note that your email address is not editable. To make changes to your organization contact
email you will need to contact the CDX Helpdesk. The reason for this is because a user’s email
address is linked to the ESA. In the event that a user needs to change their email address, per
CROMERR requirements, the system needs to have on record and send a notification to the old
and new email address that this change has been made.

When you click into organization information, a ‘Make Primary’ button will be displayed if you
have more than one organization associated with your account (see Exhibit 14-17). The button
will only be displayed for an organization if it is not your primary organization. Modifying your
primary organization will also change your primary email address, meaning any email
correspondences will be sent to the email address you provide for your primary organization.

You may also add a new organization from this screen by following the steps in Section 4.4.2
where searching and adding organizations are described (see Exhibit 14-18).

The following exhibit shows the screen capture for the ‘Organization Details’ section:
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Exhibit 14-14: Organization Details

CITE, Hioemi Bsomd TITE, Hecem Ansoencemesis Tems and Candfnes TRI= elz

Central Data Exchange

Ky Frefile | | Enie Spesanraban | Subssanssss History |

S = ) ) &

Lt Lagea 17172002073 13705 PH

Emaraal nicrmatan in marked wih sn sstansk®)

Dmripaon of Finld i

User D EIHMCIEQFP TR « Pygs
i Wi jabi E Diiss
Seurity Duegmion 1 WS |5 pioair Dege) & P51 piisswe

Smunty Qumsticn 2 What wan yaur {esamis by e o child”

Seouniny Quemion 3% WA st b T it Wi kT receResd?

Part 2: Organization Details

Click the onganization name to view or modify organization information.

Same Corporation (186431 o~

Doe Company (20024)

Part 3: Organization Information

Mew organizations can be added to vour profile. Search for your organization using the text box below.

¥

¥

mir

LL=2d

mir

Frimary drganiration = /‘)
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Exhibit 14-15: Organization Details

CITE, Hioemi Bsomd TITE, Hecem Ansoencemesis Tems and Candfnes TRI= elz

Central Data Exchange

Ky Frefile | | Enie Spesanraban | Subssanssss History |

S = ) ) &

Lt Lagea 17172002073 13705 PH

Emaraal nicrmatan in marked wih sn sstansk®)

Dmripaon of Finld i

User D EIHMCIEQFP TR « Pygs
i Wi jabi E Diiss
Seurity Duegmion 1 WS |5 pioair Dege) & P51 piisswe

Smunty Qumsticn 2 What wan yaur {esamis by e o child”

Seouniny Quemion 3% WA st b T it Wi kT receResd?

Part 2: Organization Details

Click the onganization name to view or modify organization information.

Same Corporation (186431 o~

Doe Company (20024)

Part 3: Organization Information

Mew organizations can be added to vour profile. Search for your organization using the text box below.

¥

¥

mir

LL=2d

mir

Frimary drganiration = /‘)
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The following exhibit shows the screen capture for the ‘Edit Organization’ screen:
Exhibit 14-16: Edit Organization

Part 2: Organization Details

Click the arganization name to view or madify organization information. Frimary Arganization = b
CGl FEDERAL (15325
Organization Mame {ID)

COIFEDERAL (153285)

Mailing Address
FAKE
EAD, DE 12345

Provide Additional Contact Information:
Ernail™® cdxconsolregtest@gmail. com
Phone Murnber®

Phone Mumber Ext BEEEE

Fax Mumber (OO0) 000-0000

Save Organization Details § Make Primary

"Ta change your e-mail address, please contact wour accaunt manager or the COX Help Desk

The following exhibit shows the screen capture for setting your primary organization in the ‘Set
Primary Organization’ screen:

Exhibit 14-17: Set Primary Organization

Part 2: Organization Details

Click the anganization name to view or modify organization information. Frimary Organization = e
EP& (28454 Tl
Organization Name {ID})

EPA (28454)

Mailing Address

1200 PEMNSYLWVAMNLA AVE, MW
MC 4808T

WASHINCTOM, DC 20460

Provide Additional Contact Information:
Ernail** cdxconsolregtest@gmail.com
Phone Mumber® (222)222-2222

Phone Mumber Ext

Fax Mumber

anization Details

"*To change your e-mail address, please contact your account manager or the COX Help Desk.

The following exhibit shows the screen capture for the ‘Add an Organization’ screen:
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Exhibit 14-18: Add an Organization

*Tg charge wois e-hal address, plads CONLaT WiF aCToune Manager of CheCDs Halp Cask.

Part 3 Organization bkoimation

I Qi it o M

Coaintry LI TECHET TES w
Maling Sdcreys®

Maling Addreas 2

Zinyg o

Trate® [

ZiPPosrad Code®

Ermidil *

Fe—pnter Email ®

Fhore humber ®

Phicis himbid Eul

Faix P e

Suibinin Feuesy fodr AdCoss

[ o oo

GhE Help Diesk

EFa Hoinme I Abpir Sl Frequientiy Bsked Caigsrhing

14.4 Submission History

The ‘Submission History’ tab provides a historical list of transactions for users to access. The tab
has the capability to list recent transactions from various CDX components including:

e Web History

e Next Generation Node 2.0 (NGN)
e WebLogic

e NET node

e CROMERR

Transactions are displayed for a specific timeframe. Any transactions that occurred before the

pre-determined timeframe can be accessed by navigating to an archive of the transactions via the
‘Search’ tab.
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Details for each submission can be accessed by clicking the ‘Submission Id’ link (see Exhibit
14-19).

The following exhibit shows the screen capture for the ‘Submission History’ screen:
Exhibit 14-19: Submission History

Th- orrimect; Lis

Logegrzd & ek TESTUSERZON2

1
Ill.u..l- | Eakrcit

o ik ‘fou mrw here Pacenily Submened

o C i ey S s vy
Submimien id # Dimtafleas- & Dmereooon & Cramtec]

Ghbiibbid-acii-4=32 T-bhiba- Chi CEPF - Hectrone Tignstura Qee 20, 20712
o e m BRTS Agragment 1:30d PR
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The following exhibit shows the screen capture for the ‘Submission Details’ screen:
Exhibit 14-20: Submission Details

| Cankart Lin
Lagged in 43 |OHROGEDPFT RO

L) | i rON

Yau ara beara: Zwarch & Search Kesuks 5 Submissian Detads
Submission Devalls
Letiminnion kd ST iG)-adad -d1 58-67F3 -Sh S cdBSdefiT
Diescripaion CEPF = Eletronmic Shgn e Dores et
Datadlos o
Cresed Mo 20, 20713 01471 ZEPH

Dosmioad Dewricad Submmon e . o

L redaodr Defaills

Ihser b JOHNDOEQFFTADR
Mame Jabn [as

Organizarses Hame Do Comp g

Documents St Sgnature ¥

Mame e oy Creared

ER0_| DHRODEDPFTAQ_ bl Hibmizzhn 11-20-2073 14210 P

chartaech pd-nig rimture. < mi Srkgnahura T1-20-23713 1:42: 15 PR

14.5 Frequently Asked Questions
14.5.1 Logged In Users

This page provides users with responses to general, registration, account, and program-specific
questions about the CDX system (see Exhibit 14-21). The screen allows the user to navigate to
the responses via a top-down approach. All the topics that are covered are listed in a collapsed

view. To view the questions that are covered under a topic, click the hyperlink for that topic to

expand. Once the questions are displayed, you can click the questions hyperlink to expand and
minimize (see Exhibit 14-22).
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The following exhibits show the screen captures for the ‘Frequently Asked Questions’ screen:

Exhibit 14-21: Frequently Asked Questions

e CDDG

COE Home | Abop C00 | Fecrss Lo ime e anallBamn | FhC | Help Lomged inasi 3 (Lo o)

Lakt Lagin: 5711 {2012 20092 PH
Access CDX Profile

Go fo by GO

Frequentiy Asked Duest ions

&35 dar Dualiby Sudeestem CQuesiinns

CEPP- Sughmissions for Chemical Sabecy and Pesticisde Programs Cuesiions
el uachss: Reaches e i o al Assesamens and Coestsl Heslih Qusstionms
ETSOA TowlD SabsTancis Canrsd ACT CRIERIimnG

IEFE: Exchange Metwork Grants Progress Beporting Questions

LEAD Lead-Baned Paint Progeras Questizn

OTACE QFfice of Teansooatanoen Adr Cisii iy QO uE s

P, Fillo Tr el Rotolr OoF Coomar vatsod and D owady ACT Clissa i
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The following exhibit shows the screen capture for questions displayed under a specific program
service on the ‘FAQ Expanded Program Service’ screen:

Exhibit 14-22: FAQ Expanded Program Service

Frequently Asked Questions

AQS: Air Quality Subsystem Questions

C5PP: Submissions for Chemical 5afety and Pesticide Programs Questions

* Where can | get a copy of the User's Guides for all C5PP applications?

* Where can | get a copy of the CEPP CD¥ Eegistration Guide?

[Feturn to top]
eBeaches: Beaches Environmental Assessment and Coastal Health Questions
eTSCA: Toxic Substances Control Act Questions
IEPE: Exchange Network Grants Progress Reporting Questions
LEAD: Lead-Based Paint Program Questions
OTAQ: Office of Transportation Air Quality Questions
RCRA File Transfer: Resource Conservation and Recovery Act Questions
RCRA Site ID: Resource Conservation and Recovery Act Questions
EMP: Risk Management Plan Questions
SDWIS: Safe Drinking Water Information System Questions
TRIMEweb: Toxic Release Inventory Made Easy Web Questions
TERI-ME E¥Y2011: Toxic Release Inventory Made Easy Questions
UCME3: Unregulated Contaminant Monitoring Regulation Questions

VERIFY: Yehicles and Engines Compliance Information System Questions

14.5.2 CDX Application Submission Error

If a user is experiencing a challenge question/answer error message during the submission
process, the user needs to contact the help desk and request a 20-5-1 reset. When the challenge
questions are successfully reset, the user will receive an email with an authorization code, which
will allow you to reset your questions and answers. To reset your eSIG-PIN questions and
answers, login and access the ‘MyCDX’ screen. While this authorization code is active, you will
see a link on the right-hand side under the ‘Alert’ section to reset your eSIG-PIN. The link will
take you to a screen where you will be prompted to enter the authorization code and
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subsequently provide your new questions and answers. Please be careful when entering the
authorization code as you only have three (3) chances to enter it correctly.

The following exhibits show the screen capture for the ‘Question Reset Alert’ link:
Exhibit 14-23: CROMERR 20-5-1 Question Reset Alert

E’E% LUlaried SHales Eawiranmarisl Prolecion Agaacy IR RS B A CDF.;

0K Home  Rhowl OO Recerd dneosncemesls  Teems and Candiines 3 Legged in &F TESTCOE  {Lag out)

Central Data Exchange Edcamact Us
Lust Logmac 127372002 44505 PH

My DX Inb=gx (123 My Profds Hes | pllhe-ck Siibeses g Hisaniy

=% COW- Yaur eflG=Fin resat cocla has beanissuad by tha
CO¥ Halp Deak and smasilad ic yau Pl chack yaur

Sratus Program Serveie Mases Radels) amal to reiraes vaur raeet cade. Click Fars to rosat

ﬂ SCREL: Apmamnnrrarnk Cimarap and Esclresl cpmant Sngmmmant Clmsnus ard vaur eSlC-Fin qumtions snd snrsare  you hass
Exchangm Syutam Eadeanlcpment E<chargs furthar quasiiare, please carkact tha bl dask

& ORCE: i ralr Eepeiming and Complance SEnsm o ralt Eepaming and Complsnce '

Torrams

The following exhibit shows the screen capture for the ‘Authorization Code Entry’ screen:
Exhibit 14-24: CROMERR 20-5-1 Authorization Entry Code Page

CIRCHeme  dhad CIE Becest fsnpecemems  Termes s Comiddigns Flds Help Logged in &5 TESTCOE  [Log stk

Central Data Exchange -
Las® Login: 1205302012 4:45:08 FM

R CRDMERR S0-%-1 Uueshuns

Floawe enter the ssthorizatss cede from the smael yow recessed and clck the “Eoaet® button o seaet yewr 20-%-1 gquestions
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List of Acronyms

ACM Alternative Control Measures

CDR Chemical Data Reporting

CDX Central Data Exchange

CROMERR Cross-Media Electronic Reporting Regulation
CSPP Chemical Safety and Pesticide Programs
DSA Digital Security Agreement

EPA Environmental Protection Agency

ESA Electronic Signature Agreement

EST/EDT Eastern Standard Time/Eastern Daylight Time
FAQ Frequently Asked Questions

FRS Facility Registry System

FYI For Your Information

1D Identification

LOREX Low Release/Low Exposure Exemption
LVE Low Volume Exemption

MCAN Microbial Commercial Activity Notice
NGN Next Generation Node 2.0

OPPT Office of Pollution Prevention and Toxics
PAIR Preliminary Assessment Information Rule
PII Personally Identifiable Information

PMN Premanufacture Notice

RMAM Registration Maintenance Account Manager
SNUN Significant New Use Notice

TERA TSCA Experimental Release Application
TME Test Market Exemption

TMEA Test Marketing Exemption Application
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